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b NMiBl A—ARPHKYE

- ARPZEFE
- REFETSHEENPSENIPTNEIMACIHRIL, fRIESTE
Eap——5t
- FSARPEFRATETE
— DISARPEFIEBII 1S E B8] 5 1545 Bk

Czslsers~WWZrarp —a

E£[]: 18.15.8.193 ——— Bxc
Internet I #@}Ei&i&
18.15.8.1 LRB-66—ha—82-82-41
18.15.8.115 h8-ca—3a—67-df-508

1A.15_.8.138 cB-3f—-d5-82-38-hc
1A_.15_8_.218 A8-BAc—-29-65—-29-89
18.15.8.255 dc—Hc—5c—eb—ea——c2
18_.15_9._255 fE—ff—ff—ff—ff—fr
224 _ A._8.2 A1-A0—-5=—A0—-A0—-A2
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___________ e LRI

192. 168. 235. 2
00:50:56:E6:F2:78

Jik 554

Windows XP

192. 168. 235. 129
00:0C:29:B7:6F:50

Windows 7
192. 168. 235. 1
Kali Linux 00:50:56:C0:00:08
192. 168. 235. 128
00:0C:29:07:F0:B7
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b NMiBl A—ARPHKYE

- ARPEIRIRIE
- EINRBIARPN B ERIBAERIGNSMERE, HigH
NEGEREAZRTF

1514 1378.4677367.. Vmware_o7:fo:b7 Vmware_c@:80:08 ARP 42 192.168.235.129 is at 00:8c:29:87:f8:b7

1515 1378.4681628.. Vmware_07:fo:b7 Vmware_b7:6T:58 ARP 42 192.168.235.1 is at 00:8c:29:87:f0:b7

1516 1380.2270460.. fe80::2021:776:d31a.. ffe2::1:2 DHCPv6 146 Solicit XID: @x4c8433 CID: 0OR10001229c63c528d244229205
1517 1388.4795962.. Vmware_07:fo:b7 Vmware_c@:80:08 ARP 42 192.168.235.129 is at 00:8c:29:87:f8:b7

1518 1388.4800562.. Vmware_o7:fo:b7 Vmware_b7:6T:58 ARP 42 192.168.235.1 is at 00:8c:29:87:f0:b7

1519 1396.2274670.. feB0::2021:776:d31a.. ffez::1:2 DHCPv6 146 Solicit XID: ©x4c8433 CID: 00010001229c63c528d244229205

.4908954...
.4911?53m

Vmware_@7:T0:b7 Vmware_c0:00:08 ARP 42 192.168.235.129 1s at 00:0c:29:07:T0:b7
Vmware_@7: fB h? Vmware_b7:6T:50 ARP 42 192.168.235.1 is at 00:0c:29: BT fa b?

. . VMWare_o7:.10. Viware_co: oo . .
1523 1408.5026689.. Vmware_@?:f@:b? Vmware_b7:6T:50 ARP 42 192.168.235.1 is at EJO:OC 29 E)T ‘I:E) b?
1524 1411.1079523.. Vmware_c@:00:08 Broadcast ARP 60 Who has 192.168.235.27 Tell 192.168.235.1
1525 1413.7518490.. Vmware_c0:00:08 Broadcast ARP 60 Who has 192.168.235.27 Tell 192.168.235.1
1526 1414 .6074521.. Vmware_c0:00:08 Broadcast ARP 60 Who has 192.168.235.27 Tell 192.168.235.1
1527 1415.6076734.. Vmware_c0:00:08 Broadcast ARP 60 Who has 192.168.235.27 Tell 192.168.235.1
ARS8 4A4A8 TFEIDIIOM Vimaiara @ B0 - D8 Broadrcasct ADD AR wha hac 48672 488 225 272 Tall 44092 488 23235 4

Frame 1521: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©

Ethernet II, Src: Vmware_07:f0:b7 (00:08c:29:07:f0:b7), Dst: Vmware_b7:6f:50 (00:0c:29:b7:6f:50)

[Duplicate IP address detected for 192.168.235.1 (00:0c:29:07:f@:b7) - also in use by 00:50:56:c0:00:08 (frame 1528)]
Address Resolution Protocol (reply)

C:~Documents and Settings“WYZrarp —a C:“Documents and Bettings“WYZlrarp —a

Interface: 192.168.235.129 —— Bx2 1L Srmete e M L Gl

Internet Address Physical Addreess Internet Address Phyzical Address Type
192 _168.235.1 AB-SA-56—cl—-00—08 i 1?2 _168_235.1 @8-Bc-27-87-f@-h7 dynamic
192.168.235.2 BA-58-56—f6-16——c2 i 192 1682352 BB-58-50—fo-16-—c2 dynamic
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- DHCPIE
— DHCP (Dynamic Host Conflguratlon Protocol, @&
FNBETNY) . (FABEMB—T MBI, ETS{ERAREN

R g 1= bl s it | Rt 11N 1] 8

J #DHCP DiscoveriE™X

DHCP Offerti¥ ( 81155382455 PikbIIPFIDHCPRSS =8P )

LIBRFEWEFIOfferifX, J#EDHCP RequestiR¥ (&
EDHCP ServerfIPHiit A0 FZ81IPHRLL )

DHCP ACKIRX, 18nnIPithiits{EATHEAE R
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[I|ApMyadpryﬁueL"<CULP

No.

Time

551 275.193090191 192.168.
192.168.

552 275.193383542

555 275.205473095
556 275.205785555
557 275.217153558
559 275.236907571

561 275.243722040

Source

.168.
.168
.168.
.168.

.168.

235.
.235.
235.
235.

235.

1

Destination

192.
192.

192.
192
192.
192.

192.

.168

168.

168.

168.

168.

168.

168.

235.
235.

235.

.235.

235.

235.1

235.129

Protocol Length Info
TCP 60 80 — 13075 [ACK] Seq=2326 Ack=1043 Win=63199 Len=
TCP 66 80 —~ 13077 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 WS=

60 13677 — 80 [ACK] Seqg=1 Ack=1 Win=65536 Len=8

784 POST /dvwa/login.php HTTP/1.1 (application/x-www-form-urlencd
54 13077 — 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0

454 HTTP/1.1 302 Found

600 GET /dvwa/index.php HTTP/1.1

563 275.257930286 192.168.235.129 192.168.235.1

RERA 276 2R704AR121 1072 1R2 722K 1790 1072 1A 22K 1 Tro 1514 8A . 1277 TArK] Can—182R1

Referer: http://192.168.235.129/dvwa/login.php\rin

Accept-Encoding: gzip, deflate\r\n

Accept-Language: zh-CN,zh;q=0.8\r\n

Cookie: security=impossible; PHPSESSID=u463elbp4654btgbos34scmiliirin
\r\n

[Full request URI: http://192.168.235.129/dvwa/login.php]

[HTTP request 1/3]

[Response in frame: 559]

[Next request in frame: 561]

File Data: 88 bytes

ncoded :
username
password password"

Login" = "Login"
Form item: "user_token" = "ddg8f6@1ec32f60b3al1d813b508b54ab1"

1514 80 — 13077 [ACK] Seq=401 Ack=1277 Win=62964 Len=1460 [TCP segn

Ack—1277 Win—R20RA |l an—14&RA [TrD can
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. BiFERL

UrlEncode B C++ 287 ot e =3 shadowsock [@AWSEESha @ AWS Consol @ The Prices [@C

TrEiEl S Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment. help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with a simple straightforward interface.

lert('big brother i tching y General Instructions

o - EE - - . It is up to the uj
replace (" <HEAD! <HE! y » lert('big brother is watching j ) . selecting any

S g : is not a fixed of
Injecting OK!!\n") system as bes

hrough every module at a fixed level, or
ey can before moving onto the next one. There
feel that they have successfully exploited the

big brother is watching you HEE

Please note, th
intentional. Youl

ulnerability with this software. This is
es as possible.

Weak Session IDs DVWA also inc
XSS (DOM) increase the di

actions. Note, 1
XS5 (Reflected) extension for more advanced users)!
XSS (Stored) There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability

CSP Bypass There are also additional links for further background reading, which relates to that security issue.
JavaScript

which can be enabled at any stage to further
layer of security may block certain malicious
these protections (so this can be seen as an

WARNING!
DVWA Security Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public
PHP Info html folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual
machine (such as or ). which is set to NAT networking mode. Inside a guest machine, you

About can downloading and install for the web server and database.
Logout Disclaimer

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously. We have given wamnings and taken
measures to prevent users from installing DVWWA on to live web servers. If your web server is compromised via
an installation of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and
installed it.
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» DNSHEIR
— DNSAE B @, BIMurlmut2lipihit B551%05%, @il
DNSHE R, 1EBRFIEKRERE D15 ERipikilt

Login:: DamnVulnerable v x [iad

<« C @

#TEST MY OWN SPOOF
ww.baidu.com A 192.168.235.129 ¥baiduls& BT ArEE R uLIP

e i i e i e e e
# This messes up NetBIOS clients using DNS

microsoft.com MX 2001:db8::1ce:cOld:bee3
HHER R R BB L /

Login
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» SSLi#ElE (HTTPSkE% )

i&Khttp://lwww.baidu.com

>
Ak
5
i Khttps://www.baidu.com >
LAHT TPSITMGH1TIEESIE
< >

SSLIEF. HXiFH
< >
a P HTTPSi&EX
i8]
A HTTPSIiE
<

HTTPiER

>
HTTPIRkE
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BEFHTTPSHIDBIAIXD

» SSLi#ElE (HTTPSkE% )

@ Chromium FATIHI K2R ~ Friday 22 : 05 ®

16351 5 R E20E P A E —RhE - Chromium

8 163FZ REE-PIEE x R

« > C |a https://a\ail.‘lﬁ.com

16 MBRRB | s G tlEE  vieEE ESEPER FR BWE B ENOE AANE BRRE

mail.163.com

w: JE ;4
‘s

THBER BEKSER

(24531 K1) M5 #BFE6.0hR - Chromium

8 (2453K%) MZHEFE6.00 x

&€ > C |® F&2 || mail.163.com/js6/main.jsp?sid=XCILEWIBOFFsSWWXFugBBiJuKYKQEtXcoX&df=mail163_letter#module=mbox.ListModul

1637

EZRHT Fhis
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BEFHTTPSHIDBIAIXD

» SSLi#ElE (HTTPSkE% )

2152.. 5036.8218928.. 192.168.235.135 123.125.50.26 967 POST /js6/s?sid=XCJILtWiBOFFsWWXFugBBiJuKYKQtXcoX&func=global:sequential&YxInboxBottomShow=1&YxLetterShow=1&L..
2182 BERA26 _QT70A2QR 402 4A9 22K 41909 1422 492K EM_20 HTTD Qa8 DNST FHichRfcP2eid=—¥r 1l +tLWiBNCCoWIYCunBRRi Tuk VNt Y ra¥YeFfuncr—nlahal rcamiantial v TnhavBattamChaw—12Vvl attarchau—121 %4
Accept-Language: zh-CN,zh;g=08.9\r\n E

LTruncated|LooKle: mall NEalTtn _cNeck T1Me=1bb45Z343540b; STArtTlme=; NIES SES5TLJYYaDPI1LaveoTUSYZLIKMIFMOLGMWG f1KSALA . MYSESZ] . LLA | ARZLZUNMALN . YHYYUOPSDLZMAlYXCUMKKXNVVGNACON. YD I FVCJ | SHKY
Cookie pair: mail_health_check_time=1554523435466
Cookie pair: starttime=

Cookie pair: NTES_SESS=1JYQabp3iCa@eofus9zlkmTFMQiGmWG71K8XIA.mQSFsz].LLATaR2ZUNMX1m. yH9yOgp35ZmaioxcUBRRXNVVgnAon. YbTFvcITsHKYELSKdvpSRVIWUGT v - SXMtSb3UI100P577s1X5AN
Cookie pair: S_INF0=1554523426|0|3&100##|wangyizhou968
Cookie pair: P_INFO=wangyiz’ ~om|1554523426 |0 |maill63 |11&11 | bej&15517551108&maill634#be j&null#10#040 | &0 | |wangy .com

Cookie pair: nts_mail_ user=wangy.snuuoo8@163.com:-1:1

Cookie pair: df=mailil63 letter

Cookie pair: mail_upx=c4bj.mail.163.com|c5bj.mail.163.com|c6bj.mail.163.com|c7bj.mail.163.com|c1bj.mail.163.com|c2bj.mail.163.com|c3bj.mail.163.com
Cookie pair: mail_upx_nf=

Cookie pair: mail_idc=

Cookie pair: Coremail=99822035983f8%XCJLtWiBOFFsWWXFugBF r0X%glalld.mail.163.com
Cookie pair: MAIL MISC=wangyizhou968
Cookie pair [truncated]: cm_last_info=dT13YW5neWl6aG910TY4JTQWMTYzLmNvbSZkPWhedHBzJTNBITIGITIGbWFpbCAXNjMuY29tITIGanM2JTIGbWFpbisqec3AlMEZzaWQ1N H ‘NXv1hGdXFCQmlKdUtZS1Ae

Cookie pair: MAIL SESS=1JYQabp3iCa®eofus9zlkmTFMgiGmi!~7"2XTA.mQSFsz].LLATaR2ZZUNMX1m.yH9yOgp35Zmai9xcUBRRxnVVgnAon.YbTFvcITsHkYELSKdvpSRYV IwUGtveQT4pNgtescrNOxrzsXMtSh3UI100P577s1X5AN
Cookie pair: MATL_SINFO=1554523426|0|3&100## |wan

Cookie pair: MAIL_PINFO=-wangyiz’ com|1554523426 |0 |maill63|11&11|bej&15517 "163%bej&null#10#0#0| &0 | [wang; 163.com
Cookie pair: secu_info=1
Cookie pair [truncated]: mail_entry_sess=6078194353e452437b6blbbbec6d7eadebbdchd57a08128e5ac93ba78f32e6547057541acae289c%achblcc8es571 ‘'d3a75a238fec124918a57c9cc50bda

Cookie pair: locale=
Cookie pair: Coremail.sid=XCJLtWiBOFFsSWWXFugBB1iJuKYKQtXcoX
Cookie pair: mail style=jsé

Cookie pair: mail_uid=wang 63.com
Cookie pair: mail_host=mail.lc3.com
Cookie pair: NNSSPID=eBdcB8e28519bad765¢ 10448

Cookie pair: MailMasterPopupTips=1554523452972

Cookie pair: mail psc_fingerprint=149858dibAdf71b51f8bbb948ab339d5
Cookie pair: JSESSIONID=AECAD5357FGD56 B6AAIF6A

Cookie pair: _ntes_nnid=061683008c9c5d0l1ancear1fd2dbe810,1554523464539
Cookie pair: _ntes_nuid=0616830008c9c5delabceafifd2dbes81n

r\n =
4 »
@ 7 HTTP Cookie (http.cookie), 2369 bytes Sy4R: 221784 - B8R 3297 (1.5%) Profile: Default
SELFE % HrhTRES fad e e = < | P
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BEFHTTPSHIDBIAIXD

+ SSL1AIE

20190406T095202Z-192.168.235.130,51057-120.52.148.82,443.log
170 ~ ~/Downloads/ssl | =17 (5) ‘E ° @ e

#7732 £ root/Downloads/ssl/2019...057-120.52.148.82,443.log" B i &,

& . INSRITEITIRGE , AT gazinh2 _—  — —
FRRBHEL R || emmmw) | x|

FRIEA) - | Hans& (UTE-8) »
Host: warriors.jd.com
Connection: Keep-Alive

Cookie :| _jda=122270672.155454104521192864803.1554541045.1554541045.1554544103.2;
| jdb=122270672.7.155454104521192864803 |2.1554544103;  jdc=122270672; _ jdv=122270672|direct|-|
none|-|1554541045227;  jdu=155454104521192864803; PCSYCityID=1; areald=1; iplLoc-djd=1-2800-0;
hshshfp=22996cfcf360280627bc7e5chbBece8f3; shshshfpa=8dacl630-d1fb-1cb5-
Ebaf—sfccafﬂdbbea— 1554541048 ;

rackID=1UUoqleVFlaEelbFhAaNX9BRy35I1H MvT5sja | | " -DCGTn9uP-
K784z 7RHeap(GaMd6-DeuPcFesNul662cL5d5Zy0; pinId=02R9HgSxks2vV3F0g76bI7VI-x-f3wj7;
bin=jd_4557c8d833de0; unick=jd 1352091rl; _tp=R0Od6e6ewiDKKHeSwYnJsqBNwlpih4XHj48b%2FaBIuXo4%3D;
| pst=jd 455fc8d833d00; shshshsID=780d8297fc691f1le9d69ed3e4e9beba3 3 1554544320007;
hor=F3F798819FD4064B6F580DC5448C001684915F9549C366C91FAG088A86 |
FeshiB.com:BBB

HTTP/1.1 200 OK

Server: jfe

Date: Sat, 06 Apr 2019 ©9:52:02 GMT

Content-Type: image/gif

Content-Length: 43

Connection: close

Last-Modified: Mon, 28 Sep 1970 06:00:00 GMT
Set-Cookie: jdu=155454104521192864803; path=/;domain=. jd.com;expires=Thu, 83 Oct 2019 ©9:52:082 GM
Expires: Fri, @1 Jan 1980 00:00:00 GMT

Pragma: no-cache

Cache-Control: no-cache, max-age=0, must-revalidate

P!----_--L-:
BuE v FREFHEE:8 v FOiT,E8M v @A
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[11sKi®@ID. WebS£RESIWNIMI. BF T BhRit, 2015.
[2]https://cloud.tencent.com/developer/article/1
197597
[3]https://evilpan.com/2015/11/28/how-to-
become-mitm/
[4]https://evilpan.com/2015/11/01/mitm-detail-1/
[5]https://www.colabug.com/870868.html
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