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Scan Tools Profile Help
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New Scan Command Wizard Save Scan Open 5can | Repert a bug Help
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Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3%

Target: |.0 wap.yuma.netzardoz‘yuma.netl - | Profile: |Inten5e Scan

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

| Hosts | Services | Forts.l'Host5|Nmap Output|HostDetaII5|ScanDetaH5|

[2]

Starting Nmap 4.50 ( http://insecure.org ) at
SNl | 2007-12-11 18:40 PST

Interesting ports on scanme.nmap.org (265.217.153.62):
Not shown: 1786 filtered ports .
10.0.0.10 PORT STATE SERVICE VERSION

22/tcp open  ssh OpenSSH 4.3 (protocol 2.0)
53/tcp open  domain

zardoz.yuma.net] | 70/tcp closed gopher

80/tcp open  http Apache httpd 2.2.2 ((Fedora))
|_ HTML title: Authentication required!

| HTTP Auth: HTTP Service requires authentication
|_ Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.20-1 (Fedora Core 5)

Uptime: 45.378 days (since Sat Oct 27 18:38:07 2007)

=

171.67.22.3

(]
-
@Y wap.yumanet 19:
i3]

RN

TRACEROUTE (using port 22/tcp)

HOP RTT ADDRESS

1  3.27 wap.yuma.pet (192.166.0.6)
2  10.56 brasl2-10.pltnca.sbcglobal.net [+]

e
‘ ;?ﬁefresn ‘

Enable Nmap output highlight 3§ Preferences
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MASSCAN: Mass IP port scanner

This is an Internet-scale port scanner. It can scan the entire Internet injunder 6 minutes, transmitting 10 million packets

per second, from a single machine.
It's input/output is similar to nmap , the most famous port scanner. When in doubt, try one of those features.

Internally, it uses asynchronous tranmissions, similar to port scanners like scanrand , unicornscan, and ZMap . It's

more flexible, allowing arbitrary port and address ranges.
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|No.. Time Source Destination Protocol  Info
v

255.255.255.255 DHCP Discover - Transaction ID @xb983b
10 35.322186 10.0.3.254 16.0.3.138 ICMP Echo (ping) reguest
11 35.322279 Vmware_el:b3:10 Broadcast ARP who has 10.0.3.1307 Tell 10.8.3.2
12 36.32337@ Vmware_el:b3:10 Broadcast ARP Wwho has 10.0.3.1307 Tell 10.8.3.2
13 36.323621 10.0.3.254 255,255,255,255 DHCP DHCP offer - Transaction ID ©xb983b
14 36.332890 0.0.08.0 255,255,255,255 DHCP DHCP Request - Transaction ID ©xb983b
15 36.376251 10.0.3.254 255,255.255.255 DHCP DHCP ACK - Transaction ID ©xb983b

() Ethernet ) 16 36.379567 cc:02:0a:9:00:00 Broadcast ARP Gratuitous ARP for 10.8.3.130 (Reply)
Hops: @
Transaction ID: 0xB88b983b
Seconds elapsed: @
P Bootp flags: ©x8000 (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: €.0.6.0 (0.0.0.0)
- - ) Next server IP address: 0.0.0.0 (0.9.8.8)
—  — I o= = — . T o= = — ! T o= Relay agent IP address: 8.8.0.68 (8.8.0.8)
_—" e el Client MAC address: cc:02:0a:9e:00:00 (cc:02:0a:%9e:00:00)
= = = Client hardware address padding: 00980080000000800080

Server host name not given

192.168.10.1 192.168.10.2 192.1686.10.3 Boot file name not given

Magic cookie: (OK)

) DHCP Message Type = DHCP Discover
) Maximum DHCP Message Size = 1152

) Host Name

Up T Farameter Requ st
Option: (t=52,1=1) Option Overload = Boot file and server host names hold options
Boot file name option overload

Padding (128 bytes)

Server host name option overload

v v T v V|5
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M7350 X +

C | 9 hitpf192 16801

TP-Link M7350

Username: | agdmin |

Passwaord: | admin |

¥ Response Headers
access-control-allow-origin: *
age: 14398249
cache-control: public, max-zge=38672000
cf-cache-status: HIT
cf-ray: 520452b8be23d57b-DEL
content-encoding: br
content-type: application/javascript; charset=utf-8
date: Fri, @4 Oct 2819 85:18:57 GMT
etag: W/"5afd4aB3-3b673"
expect-ct: max-age=684800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-
-
expires: Wed, 23 Sep 2820 05:18:57 GMT
last-modified: Thu, 17 May 2818 89:25:29 GMT
served-in-seconds: @.814
server: cloudflare
status: 280
timing-allow-origin: *

vary: Accept-Encoding
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53443 ,
33434 94125

(b) LiFX lightbulb {5}.

3478 .

1900, 53

8443

(a) Amazon Echo {10}.

s143°1900.
3478

(e) Belkin motion sensor {7}.

iz
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.......................

WWw. example com

Wwww. example org

device-melric (&Z{Jﬂ com

(a) Amazon Echo {30}.

d3gjecg2uueaq.cloudfront.net
www.belkin.com

(f) Belkin power switch {7}.

pool.ntp.org

REXLS. dropcam com

oculus689-vir.dropeam.com

(b) Google Dropcam {5}.

xhes.net

d3gjecg2uuZeaq.cloudfront.net
wwuw. belkm com

i“J!l\'\

, 25050
5

(d) Netatmo weather station {4}.
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8883
123
(c) Awair air monitor {7}.

D 104

1900 53
= 3478

(g) Belkin camera {9}.

5221 8 5222
;,3 833 . ot 5228

ﬁm443%

(h) Non-ToT {2382}.

h20593. www2.hp.com
r-r.-:.-.hpep:ém.:-om
xmpp006.hpeprint.com
oo eom chat.hpeprint.com

hl0)8Lwww) fp.com

e fip.cone

(c) HP printer {6}.

tunnel xbes.net

d3gjecg2uuZeaq.cloudfront.net
www.belkin.com
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(d) Belkin camera {11}.
T ota.awair. is
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messaging.awair.is

(g) Awair air quality monitor {5}.

funnelxiesnet

(e} Belkin motion sesnor {5}. (f) Belkin power switch {8}.

v2.broker.lifx.co

pool.ntp.org

(i) Non-IoT {11927}

(h) LiFX lightbulb {2}.
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Amazon Echo
August doorbell
Awrair air-guality

Belkin camera

Belkin motion-sensor
Bekin ewiich
Blipcars BP-meter
Canary camera
Google Dropcam
Google Chromecast
Hello Barbie

HP printer

iHome power-plug
LiF¥ bult

MEST smoke-sensor
Metatmo weather
Netatmo camera
Hue bulb

Pixstar photoframe
Ring door-ball
Samsung camera
SmartThings hub
TP-Link camera
TP-Link power-plug
Triby speaksr
Withings sleep-sensor
‘Withings baby-monitor
Withings scale

non-loT

Confusion matrix of our loT device classification using all attributes

99.88% B

, BREENMEESEIIH

L PR B — L D)

—

accuracy: 99.88%, RRSE: 5.06%).
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Acquisitional rule-based engine for discovering internet-of-things

devices

T

J M2 &R 5

125 B ESE

1M AR SRR X #iEHTGoogle

2. MM piZENA AR SEIMEE (vendor,
model)

3.1 A BRI N &5 H 2 A T2 SR A1 540 )
AMNEE, NEIGE

1z IR

I B oL BRI 2 pk

BirF £ o] AN A =R EUE

IUNESERES):E St G NS Ll

OO0 v |0
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- M\NAEEIERINXRIEDHTITCGoogle
— EBFEXia (dictionary words/stop words/ tags)
— Mrs Zhen loves Mr Qiang -> Zhen Qiang

. TFIDFiF3H

— (Term Frequency) i M K35 2ZE (Inverse Document

Frequency)

- FinlNESHHESEEX AP EMRIXREIELLISN, BB
=S EEIERED BINBSRZR L R LT F

- B UiEEENNEE, RBESHIEE

tank * 1000 tank * 1000 tank * 1000 tank * 1000
T44 * 100 T95 * 100 M55 * 100 M60 * 100
vehicle * 60 vehicle * 60 vehicle * 60 vehicle * 60
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+ TL-WR740N/TL-WR741ND

<META http-equiv=Content-Type content="text/html; charset=iso-8859-1">

¢HTML >
<HEAD><TITLE TL-HR?dﬂNfTL WR74INDF TITLE>
<META http-e D-cache>

<META http- :quzx-Explres :ontent- ‘wed, 26 Feb 1997 ©8:21:57 GMT"™>
<SCRIPT language="javascript”™ type="text/javascript®><¢!--
[/==></SCRIPT>

<SCRIPT language="javascript” type="text/javascript™

var httpAutErrorArray = new Array(

- ZUERGFSERSIZNIIFER
- 19“: ééiqai1i]i_. fﬂhlLA1Ll§§§1;{lH§Iﬂ5E
- Wangyibo took part in ZIC -> Wangyibo ZIC
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- MERSRPHBIETT
— RIgENELTS

mikrotik router v500.1 >

A G B 5K
1218 IJTmlkrotlk router v500.1

Q

N
P

{.

Q Al E) Images [ Videos Shopping [ News i More Settings Tools

About 95,500 results (0.50 seconds)

mum.mikrotik.com > presentation_4891_1512143524 = #DF

Configuring Mikrotik router with 3CX - MUM - MikroTik

ip firewall nat add chain=dstnat action=dst-nat to-addresses=10.7.7.2 to-ports=5001 protocol=tcp
“dst- address=1.2.3.4" dst-port=5001 comment="3CX Presence

forum.mikrotik.com » Forum index -

Changing winbox port on router - MikroTik - MikroTik - Forum

How can | specify port (in this example 5001) in winbox when | want to connect to my router?
Use X X.X.X:5001 when connecting. Top. idelac3.
Mar 13, 2009 - 8 posts - 2 authors

forum.mikrotik.com » Forum index

Forward 5000 port - MikroTik - MikroTik - Forum

If | change remote service to 5001 port it's connect ok. Why mikrotik not forward 5000 port? On
router configured src-nat. UPnP is off. Top.
Dec 16, 2015 - 12 posts - 2 authors

mikrotik.com -

MikroTik Routers and Wireless

MikroTik is a Latvian company which was founded in 1996 to develop routers and wireless ISP
systems. MikroTik now provides hardware and software for ...

Missing: ¥566- | Must include: v500.

SuULv Liaza— Lup_tuniainer o
<div class="inner top">

<div class="top_content”:
<div class="row">
<div class="medium-6 medium-push-6 columns">
<h1>MikroTik mobile app</hl>
<prUse the MikroTik smartphone app to configure your router in the field, or to apply
the most basic initial settings for your MikroTik home access point. Available for <b»Android</b: and <b>i0s</b»
operating systems.</p>
<a href="https://mikrotik.com/mobile spp" id="slide® btn" class="button tiny radius
headbtn”:More details</a>
<fdivs
</fdiv>
</div>

</divy
<fdivs
<div class="mt-head"></divs
<div class="border-on"></div>
</div>
<f1iv

<1i»
<div class="wide slide7">
<div class="top_container"”>
<div class="inner_top":

<div class="top_content”>
<div class="row">
<div class="medium-6 medium-push-6 columnsz">
<h1»RB4@11 series</hl>
<prRB4@11 series - amazingly powerful routers with ten Gigsbit ports, SFP+ 18Gbps
interface and IPsec hardware acceleration for a great pricel</p>
<a href="https://mikrotik.com/product/rb48lligs ShacgZhnd_in" id="slide7 btn"
class="button tiny radius headbtn">More details</a>
<fdivs
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« MEBZRESRPHIEIS 1 P oaiRH o6 LR

— vendor. typelIAATIER
— Mikrotik Router hEX
— Mikrotik hEX Router

— I —
Vendor | - Device Type Product
i N}
Vendor Device Type Product
= —
Vendor Device Type Product
B | 5
Vendor Product Device Type
= —
Vendor Product Device Type

div class="large-12 columns product-page”>

- o desription --»
<prhEX lite is a small five port ethernet router in a nice plastic case.<br/:>Hld
O1v Cla=s= clearfix"»></divs
<a class="button tiny sales-questions" style="margin-top:2@px;" href="mailto:sale

fAAiw rlace="rlearfiv" s fdius
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- MEBZRESREPRIFISETF 1T MRIRE G SEK

f"‘"f-—____-_-"""“‘—\s _.--"""r-_-__—___-_-_""“‘--q
Vendor Device Type Product
P N e
Vendor Device Type Product

— _— E—Y
Vendor Device Type Product
— —_— B ——EY
Vendor Product Device Type
— —
Vendor Product Device Type

{mikrotik router v500.1,router,mikrotik,ipad 2},
{mikrotik router v500.1,router,tenda},

{mikrotik router v500.1,alarm system, mikrotik},
{mikrotik router v500.1,router,mikrotik,500.1},
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« BRSO NS %32 A iz 31R 51 BT

 {mikrotik router v500.1,router,mikrotik,ipad 2},

* {mikrotik router v500.1,router,tenda},
* {mikrotik router v500.1,alarm system, mikrotik},
* {mikrotik router v500.1,router,mikrotik,500.1},

* mikrotik router v500.1 4
* router 3
« mikrotik 3
 mikrotik router v500.1, router 3

* mikrotik router v500.1, mikrotik 2

 mikrotik router v500.1, router, mikrotik 2
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o ERXENE AR A iS5 e

* mikrotik router v500.1 4
* router 3
* mikrotik 3
 mikrotik router v500.1, router 3

* mikrotik router v500.1, mikrotik 2

 mikrotik router v500.1, router, mikrotik

 mikrotik router v500.1 => router
e router => mikrotik router v500.1
* mikrotik router v500.1 => mikrotik

e mikrotik => mikrotik router v500.1

3/4 (75%)
3/3 (100%)
3/4 (75%)
3/3 (100%)

* mikrotik router v500.1  (device_type: router, vendor: mikrotik)
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« BEFMNBRREIGIETE ?ﬁ%‘étﬁ?&.mﬂ']ﬂt*ﬁ
—EnLL%EM%ﬁ%%$E B8 F*”
— . BiEEZABUNEFETA, ﬁ'ﬁ?f SEETER. FiS
HEIRTA
e BaERKIN, BEREHISH 'II
M AHEE BRI A R ARS
- FEHURNRHTML. FTPZ# Eﬁlﬁﬁﬂﬂizxp\]ﬁ
- RZEFHE{MNAEMYBINIREEN]), SBEAHEIESR L

N\

Frame 511 €386 bytes on wire, 386 bytes captured)
Etharnet II, sSrc: samsungE_26:1lc:6f (00:15:99:26:1c:6fF), Dst: IPwdmcast_7f:ff:fa (0Ll:00:5e:7f

Internet Protocol, Sre: 128.100.20.52 (128.100.20.520, Dst: 239.255.255.250 (239.255.255.2500
User Datagram Protocol, Src Port: 1024 (1024), Dst Port: ssdp (19000
B Hypertext Transfer Protocal
= NOTIFY * HTTR/1.1%r%n
Request Method: NOTIFY
Reguest URI: ¥
Request wersion: HTTR/1.1
HOST: 239.255.255.250:1900% "N
CACHE-COMTROL : max—age=60%r*n
LOCATION: http://128.100.20,52:5200/Printer.xmIsryn
MT: urn:schemas-upnp-org:service:PrintBasic:lyrin
NTS: ssdpralivedryn
SERVER: MWetwork Printer Server UPnP/L.0 05 1.03.04.02 12-21-2007% %N
USN:luuid:De11—Printer—l_o—dsi—secretariat::urn:schemas—upnp—org:service:PrintBasic:llr\n

ANy

+ ® O E




- FigM
- BT, FERIBUEE. 018 ERERBT
- BFSIHSEMRR A EEANRE, BiEEERX
— BEFMUSERIRAIERARIR, BEIMNESISIEARR

- SRANEES], SUMBEMTETRARENERRE (KR
FEEFRRES EHFTES)
- JIN
- FERANAENY (bannner. HTTPEE)
- SRABAIESLIEMAE
- [EEIFTBIRAIBMMERNTE, AVHRHFBRHMTFAS
BItH3 I o)
— Uk R BHRIN 8 & X IR

32



« Sivanathan, Arunan, et al. "Classifying loT devices in

smart environments using network traffic
characteristics." IEEE Transactions on Mobile
Computing 18.8 (2018): 1745-1759.

* Feng, Xuan, et al. "Acquisitional rule-based engine for
discovering internet-of-things devices." 27th {USENIX}
Security Symposium ({USENIX} Security 18). 2018.
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