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Algorithm 1 Evolutionary Optimization Algorithm

Input: y - desired class label, 7" - black-box teacher, & - generator trained on 7.

Hyperparameters: /\ - population size, k - elite size, u - latent space boundary, t - threshold
for stopping criterion.

Output: p* - generated data sample with high confidence on desired class .

1: procedure OPTIMIZE(y, T, G, K, k)
2: Initialize population from a uniform distribution: P + {U(—u,u)}x
3 Select fittest latent vector: p* <= minyepV (p,y, 1. G)
while V(p*,y,T.G) > t do
Select fittest k& vectors: P. C P
Uniformly sample K — k copies from P.: P <+ {U(DP.)}k _k
Mutate copied vectors with Gaussian noise: P. < P, +N(0,1)
Replace old population with new one: P < P, U P,
Select fittest latent vector: p* <= minyepV(p,y,T.G)

10: return G(Z |1, p*|)

il

xR

min V (v, y, T, G) = min Z (X1, G(ZIt,vl) ) — yz-)? = min Z(’{)t —yi)?
i—1 1=1
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Proxy Dataset CIFAR-100 CIFAR-100 CIFAR-100 CIFAR-100
90 classes 40 classes 10 classes 6 classes
Teacher Accuracy 82.5 82.5 82.5 82.5
Knockoff Nets [31] 74.5 65.7 46.6 36.4
ZSKD [28] 69.5 69.5 69.5 69.5
DeGAN 80.5 76.3 72.6 £ 3.3 59.5
Black-Box Ripper (Ours) | 79.0+0.2 76.54+0.1 77.94+0.3 69.9+0.2
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— Fashion-MNIST {EABRREIESR, CIFAR-10 TEANIEEYES
— Teacher IRBI7IEEFEVGG-16 SLeNet
— Student IREIVIWikIEVGG-16 SHalf-LeNet

Allll

Architectures VGG-16  LeNet — Halt LeNet
Teacher Accuracy 94.2 89.9
Knockoft Nets [31] 82.9 77.8
ZSKD [2§] - 79.6
DeGAN - 83.7
VAE (no evolutionary optimization) 78.3 73.1
SNGAN (no evolutionary optimization) 87.6 80.0
Black-Box Ripper with VAE (Ours) 86.1 78.8
Black-Box Ripper with SNGAN (Ours) 90.0 82.2
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Dataset (budget)  Victim accuracy DFME DFME-KL MAZE* [20] Log-Probabilities

CIFAR10 (20M) 95.5% 88.1% (0.92x) 76.7% (0.80x) 45.6% (0.48x%) 73.2% (0.77x%)

SVHN (2M) 96.2% 95.2% (0.99x) 84.7% (0.88x) 91.1% (0.95x%) 94.4% (0.98x)
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