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Static Binary Analysis Phase

1ThEZ. AB

101 |®
on

App
Binary

1. Identifying Logging Procedures

Paths DB

logMsg(..),
ap_log_error(..);
2. Extracting Log Message Strings (LMS)

Log1: "“Opened file “%fname™”
Log8: "Accepted certificate ID "%s" signed by %s CA"

3. Building LMS Regular Expressions

Log1: "Opened file “*""
4. Generating LMS Control Flow Paths

(loat +—[oaz T— Lot —[Tog5 ]

LMS

i
Universal
Log

Investigation Phase

Log Parser
& Graph
Generator

Runtime Phase

Universal
Provenance graph
B <? —
P
A
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App
Process

Whole-system
Pr
pr— Linux Audit
Kernel
Augmented Module
LMS

write syscall
interception

kernel space User space
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Static Binary Analysis Phase

* H?n..\— f‘ﬁ“ﬁ*ﬁ: I}ﬁﬁﬁ 1. Identifying Logging Procedures Paths DB
— iR B5iIE R ER :;;ETZE_(;:;M(._.); "
- KELE R i B RS R 0 i
< WRIBI 1 (FI0ivarflog/ ) SKEXBREIC RIS j-)a.,m.,m..s
— EILMS(Log Message Strings) " | enertin S Control Fow Pats ®
- {EAANgrifIFastCFGIIEEIREX E—-;’\-—%

- BEZETRPHIBEICRBE
o MRS IMELE RG] encounter in OpenSSH 18
_ *E_IELMS %Eﬁ PAM: password from user %.12s accepted.
F_t g*ﬁ ( A S”g;ﬁj]” ,,) After extraction, that yields the regex
_ LMS'E%U;&%{IEW PAM: password from user .= accepted.
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log(“Server started”); // logl log1 |
while(...) { | log1
log(“Accepted Connection™); // logZ IOEQ |
... /*Handle request here*/
log(“Closed Connection”): // log3 log3
b ’
log(“Server stopped”); // log4 log4

log2k0log3fF WS, ALEBI—IX .
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Runtime Phase

Whole-system
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. Kernel
Universal <

write syscall

Interception

Augmented Module .
LMS kernel space User space

Log
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. P TEMITER JThRRendUnit==Flase
- BBME

WF 872EBEXHL,, P X’ ZiBNg1TEHe
- RAFmARLS: R e BRMERRFSH:
» EFRHEXF(Luni) IR B e TSRt DLEE — SIRFELMS(LMScana)
« LMSIEHIREBEE LMS cana SEIBED G BPaths,,, # 1T ILEL
(Pathsp,s) LMSgaie 38 Paths AT — IR
— BEREIRIESE(ey), B LMS cana OLBLRIPaths B 7R :
ij(f'% ﬁlﬁlﬂq endUnit == True

H0ER endUnit == True(TXREEITTER):
BtFeI A B steventUnit[Pide]
58 teventUnit[Pide] R BB DA ZF/MIREG
endUnit==Flase BB = B JreventUnit

kR YRR LE—1ER:

FE%ell A B reventUnit[Pide] 15
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- LUWNIgH
— SCISIRIE: Intel Core(TM) i7-6700 CPU @ 3.40 GHz W31F 32 GB, Ubuntu 16.04
— RAWMIRBRERE: Linux Audit

yvYi S\ . : ®

— REIEZ: clone, close, creat, execve,exit, fork, open, rename, unlink......

— WA/ PostgesSQL,HAProxy,Nginx,Postfix,wget,Redis......
- Receives HTTP request 1. Socket Read(“10.0.0.1") || 1 [16/Apr/2019:20:21:56 +0100] "GET /
- Reads index.html 2. FRead(index.html) index.html HTTP/1.1" 200 3804 "-"
- Sends HTTP 3. Socket_Write("10.0.0.1") || "Mozilla/5.0 (Windows NT 6.0; WOW64;
- Logs event in access.log 4. FWrite(access.log) rv:45.0) Gecko/20100101 Firefox/45.0"
- Receives HT TP request 5. Socket _Read("10.0.8.1") || 2. [16/Apr/2019:20:21:56 +0100] "GET /
- Reads form.html 6. FRead(form.html) form.html HTTP/1.1" 200 3804 "-"
- Sends HTTP 7. Socket Write(*10.0.8.1") || "Mozilla/5.0 (Windows NT 6.0; WOW64;
_ Logs event in access.log 8. FWrite(access.log) rv:45.0) Gecko/20100101 Firefox/45.0" < Jvar/log/nginx[accessTog_—>

(a) Execution (b) System Log (c) Application Log (d) System Provenance Graph
TR BA ZEBE W AERFBRR R GiiRE

(RIS, NEZ)  ynginxEmABI: WebBRS BEIRTHTTPER 16
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FEBF BB, TEebIN0

Bi.torrent>1F, FIHTst TR TF1Z
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Postfix

Postfix

Postfix

Postfix

Postfix

Postfix

Q

Postfix

Postfix

4«

v

v

¥

¥

¥

¥

procmail

procmail

procmail

procmail

procmail

procmail

procmail

T

\
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Transmission

malware. torrent

Mutt

/, v

Postfix

procmail

Postfix

postfix/qmgr[6854]: C9A34520973:
from=<abc@gmail.com>, size=748, nrcpt=1 (queue
active)

Nov 28 11:17:01 localhost postfix/local[18162]:
C9A34520973: to=<xyz@gmail.com>, orig_ to=<root>,
relay=local, delay=0.02, delays=0.01/0.01/0/0, dsn=2.0.0,
status=sent (delivered to mailbox)

5< 235 2.7.0 Accepted

SASL protection strength: 0

SASL protection buffer size: 65536

5> MAIL FROM:<abc@gmail.com>

5< 250 2.1.0 OK b133sm5372063i0e.73 - gsmtp

5> RCPT TO:<xyz@gmail.com>

5< 250 2.1.5 OK b133sm5372063i0e.73 - gsmtp

5> DATA

[5< 354 Go ahead b133sm5372063i0e.73 - gsmtp

5< 250 2.0.0 OK 1509951165 b133sm5372063ice.73 - gsmt

\

< malware >

‘malware Queued Tor verification (veriTy.c:264)
malware Verifying torrent (verify.c:219)

malware Piece 733, which was just downloaded, failed its
checksum test (torrent.c:3259)

malware State changed from "Incomplete" to
"Complete" (torrent.c:2161)
malware Announcing to tracker (announcer.c:1552)
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Program Binary Log Level Avg. Time (sec) Number of Completeness
Size (kB) inside EHL LMS LMSPs LMS LMSPs Callsites Cov. %
Squid 64.250 IN+DE 831 46 64 157.829 70 91
|PostgreSQL 22.299 IN+DE 3.880 258 3.530  4.713.072 5.529 64 |
Redis 8,296 INFO 495 7 375 34,690 394 95
HAProxy 4,095 IN+DE 144 4 53 13,113 56 95
ntpd 3.503 INFO 2,602 4 490 10,314 518 95
OpenSSH 2,959 IN+DE 734 4 345 11,422 869 97
NGINX 2,044 IN+DE 775 11 923 8,463 925 100
Httpd 1,473 IN+DE 99 2 211 3,910 211 100
Proftpd 1,392 IN+DE 201 4 717 9,899 T18 100
Lighttpd 1,212 INFO 1,906 2 349 5,304 358 97
CUPSD 1,210 DEBUG 1,426 3 531 4,927 531 100
yafc 1.007 IN+DE 838 2 57 3,183 60 95
| Transmission 930 IN+DE 102 2 178 5.560 227 78 |
Posthix 900 INFO 97 3 96 2,636 98 98
memcached 673 IN+DE 193 7 64 19.510 69 93
wget 559 INFO 200 3 84 3,923 275 31
thitpd 105 N/A | Y o 4 14,847 5] ol
skod 47 N/A 12 0 25 115 25 100
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« FAHIMERIMNTEAHMILMSHERSE
— postgreSQL. Transmissionf0wget ( BEZE 7 64%. 78%7F031% )
— =R ERT GNURIgettext (7 "IRIEFREAR ) , SSUBITEM

Program Binary  Log Level Avg. Time (sec) Number of Completeness
Size (kB) inside EHL LMS LMSPs LMS LMSPs Callsites Cov. %

Squid 64,250 IN+DE 831 46 64 157.829 70 91
[PostgreSOL 22200 ___IN+DE 3.880 258 3530 4.713.072____ 5529 64 |

| Transmission 930 IN+DE 102 2 178 5,560 227 78 |
Postfix 900 INFO 97 3 96 2,636 98 98
memcached 673 IN+DE 193 7 64 19.510 69 93

|wget 559 INFO 200 3 84 3,923 275 31 |
thitpd 105 N/A 197 ] 4 14 847 ) sU
skod 47 N/A 12 0 25 115 25 100

/+ Below code from Transmission: /libtransmission/rpc—server.c =/
tr_logAddNamedError(MY_NAME, _("Couldn't find settings key \"%s\ ™), str);
/+ Below code from wget: /src/convert.c */
logprintf (LOG_VERBOSE, _("Converting links in %s... "), file);
/+ Below code from PostGreSQL.: /src/backend/commands/tablecmds.c */
default :

/* shouldn’t get here, add all necessary cases above */

msg = _("\"%s\ " is of the wrong type”);

break; }
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- SUBISER. SUBIE4s. SUBTFE
— GS:HIBRAR I = 515 VBB
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IM

Data collection Data compaction Suspicious
semantics
ETW/Audit T Global
semantics
Content extraction &
. > GS
Format conversion Data storage
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—:%EﬁEYB
TIRE WS I B SE R ER Sem (W)
— —ﬂzlAﬂ”'_'”I?EfEAﬂ'“ESIEﬁzkmlg)(, PEBRTEZ BGIR R TG X
— HIREMEMAZRBRT, EEMBIBRIRE SRS, FNMBHE
Wi, WHRETE Y EE, oI{EATCRB MR

| 1 2
G | Process A File 1 File 2 b Process B G| Process A e File 1 File 2 e Process B
6
» 1 ; : 4 G'| Process A 1 File 1 File 2 B Process B
G'| Process A File 1 File 2 Process B

SRR, EOES SRS SPBRIMIIL, TEMESB NS
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- GS-Wis/ SBHHIEYS

B L ETF4ESH
SIS & process write_cache:PID->{File}

if SR
if fileAA{E_file_read cacheiRtk&:

IREZ (B F2EE file _read_cache:File->{PID}
if BRI = V1
if PID A~1E_process_write_cache2&k S :
[0 _process write cacheld APID->{File}

else if MHFATE_process_write_cache[PID]&E& D :

[o]_process write_cache[PID]#& Afile

if BFRELA LE—I1ER:
i&Z_file_read_cache[file]//S {5 X BZE
RSB

else:

M BREB

[0]_file_read_cacheif Afile->{PID}

else PIDMFATE_file read cache[file]se & :
[6] file read_cache[file]}{& APID

if BFimELA LIE—15iR:
J&E_process_write_cache[PID]/iF2iE W 25125
wESH

else:

MR+

26



SHAZSE

- GS-WiE/ S BHHESE
- ZTHIEZ BRI AR

1
3 "
5

— X

4

1
G‘@ f

- FTHEIZEMZESARZ TP

G

File 1

3

File 1

Process B

k
/1“ i
o o
& o
o m
el ]
n L
» >
= B =

2
@

File 2

File 2

p

27



SHAZSE

- SS: {NHREBUIEEIE M B
- F—3XEREFBHTFARBXEXMMEE AR5 22
- BT ETI, oJIARESHEE0I%E (BISKIEXEL) , MBRIGEEXEH
— Il : HEMNMBPTHEE. HIZI0) o] %5 S EHZ 0] %
ID | Source entity | Event Destination entity | Description
1 Network Receive Process A process accesses data from the network, the process becomes suspicious
2 Process Send Network A suspicious process sends data to the network
3 File Read Process A process accesses a suspicious file, the process becomes suspicious
4 Process Write File A suspicious process writes data to a file, the file contains suspicious semantics
5 Image Load Process A process loads an image without a valid certificate and becomes suspicious
6 Process Start/Fork | Process One process is started by a suspicious process, and becomes suspicious
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NIREBOIZHE VB
RKAREHBHFA XS mBEAA
— BISEIR E T, oJIARESHRS oI5 ( BSIEEXE

¢ SS:

PN

— U0 HEMIES P T HEE

Suspicious

,| Suspicious

B o] 5EI2fE
%) , MIBRILEEXEBHF
HiZihio) o] $¥ M+ &5 S FUHIZ 0] 5E

File File

Contain

Normal
File

File 1

Contain

Process A

Contain
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NIREBOIZHE VB
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PN

— U0 HEMIES P T HEE

Suspicious

,| Suspicious

B o] 5EI2fE
%) , MIBRILEEXEBHF
HiZihio) o] $¥ M+ &5 S FUHIZ 0] 5E

File File

Contain

Normal
File

File 1

Contain

Process A

Contain
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— SCIEHIE:

B SWindows(Win7)iZ

, FISLinux(Ubuntu 16.04)i%
— I PARAM2/INB B2 KA S5 ISZE?‘TEJ]*I]F"IT':EBU
« ISR
— W-1F0W-2AWindowsiz& Bs, L-1¥0L-2ALinuxiZ&B B 5,

- F5: Kb AMFEERMBERIE
Dataset Duration File read | File write | Process/Thread | Network | Others Total number of Attack
(hh:mm:ss) events
W-1 48:18:34 34.30% 6.01% 0.74% 55.64% 3.31% 1580927 No
W-2 2:41:46 44 59%, 24.96% 1.56% 24.43% 4.46% 563981 Yes
L-1 2:31:12 49.49% 22.36% 0.02% 25.08% 3.05% 290326 No
L-2 3:53:21 58.20% 22.26% 0.17% 9.30% 10.07% 178917 Yes
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Overall

Dataset . . File read | File write | Process/Thread | Network
compaction ratio
W-1 13.18x 12.03x T4.08% 15.42% 58 54 %
W-2 6.99 x 11.90x 16.76 x 13.46 < 5.44 x
L-1 12.09 x 19.65 x 8.69 x 18.00 x 179.80 %
L-2 4.36 % 8.89 x 3.74 % 3.96 % 25.68 x
o SSIE4BUER(GSHERED L)
— BKIRFH2)6~7x
Dataset Ove:rall . File read | File write | Process/Thread | Network chers
compaction ratio Image | File delete/rename
W-1 19.80 x 25.74 % 15.49 x 26.37 % 59.71x 159.70 % 1.24 x
W-2 12.42 % 31.42 x 20.45 % 16.96 x 5.60x 53.10x 4.04 x
L-1 26.99 x 67.87 % 32.74 x 18.00x 350.08 x 1.25% 1.00 x
L-2 7.86 % 19.57 % 10.42 % 3.96 % 35.56 x 1.27 % 1.00x
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