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e Android APPLiREIth{E A5

5=F1%F ( Third-Party Library, TPL)

— Exodus Privacy215¢ 1
— 3R IAR, APPPiE

Statistics
Most frequent trackers - Google Play

Google Firebase Analytics found in 85810 applications (NG AN
Google AdMaob found in 64107 applications (INIEE
Google Crashlytics found in 49653 applications (I EEC NN
Facebook Login found in 31087 applications
Facebook Share found in 29246 applications (JEEZM
Facebook Analytics found in 27963 applications (EEZ

Google Analytics found in 27007 applications (i3

Facebook Ads found in 22654 applications ({EZN

Google Tag_Manager found in 21616 applications (ZEA
Unity3d Adsfound in 16679 applications (EEQ

IAB Open Measurement found in 11695 applications @&

Facebook Placesfound in 11375 applications @@
AppsFlyerfound in 10724 applications {8
Inmobi found in 10258 applications @
FI&ry_found in 9465 applications @
ironSource found in 9323 applications G
AdColony found in 9034 applications 694
Vung|efound in 8750 applications 59
Moatfound in 7508 applications @

OneSignal found in 6631 applications T

» 2022.11 BISEITHEUE

FGoogle PlaytP X %] 59% BIJAPPELS Google Firebase
60% BIfCE3/EFTPL

Statistics

Most frequent trackers - Google Play

Google Firebase Analytics found in| 100224 apglications (AN
Google AdMob found in[72621 appljcations OAONEANN
Google Crashlyticsfound in[57191 appljcations 34% 4]
Facebook Login found in[35013 appljcations
Facebook Share found in|32700 appljcations (REES
Facebook Analytics found inf31102 appljcations
Google Analytics found in[28309 applfcations
Facebook Adsfound in[25936 applications B
Google Tag Manager found in22828 appljcations Sk
- Unity3d Ads found in19395 appljcations
AppLovin (MAX and SparkLabs)found in| 15722 appljcations [0%]
1AB Open Measurement found inf 15099 appljcations E&3
Ag;:il:lygfound in| 12572 appljcations @

Facebook Placesfound in11393 appljcations 2
ironSource found inf11341 appljcations

Inmobi found inf 11251 appljcations @&

AdColony found inf 10484 appljcations &

Vungle found in| 10031 appljcations 59

Mmfound in] 10016 applfcations @

Amazon Advertisementfound in[8844 applidations &
Mgn_alfound in|7919 applidations ﬂ

» 2023.07 BIGiTHEUE
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« B5IUD, jsoup-1.14.1 PRIKFRBI gson-2.7 BIETFEmIE

1.16.x

1.15.x

1.14.x

1.13.x

Version

1.16:1

1.15.4

ASS

1.15:2

1451

1.14.3

1.14.2

1.14.1

1.13.1

Vulnerabilities

1 vulnerability
1 vulnerability
1 vulnerability
1 vulnerability
2 vulnerabilities

2 vulnerabilities

Repository

Centra

Centra

Central

Central

Centra

Centra

Central

Centra

Centra

119

173

417

97

102

392

245

51

B¢ 5

Usages

Date
Apr 29, 2023
Feb 18, 2023
Aug 24, 2022
Jul 04, 2022
May 15, 2022
Sep 30, 2021
Aug 15, 2021
Jul 10, 2021

Mar 01, 2020

License
Categories
Tags
Organization
HomePage
Date

Files

Repositories
Ranking

Used By

)

Vulnerabilities

Jsoup Java HTML Parser » 1.13.1

jsoup is a Java library for working with real-world HTML. It provides a very convenient API for fetching URLs and extracting
and manipulating data, using the best of HTML5 DOM methods and CSS selectors. jsoup implements the WHATWG HTML5
specification, and parses HTML to the same DOM as modern browsers do.

MIT

HTML Parsers

Jonathan Hedley
https://jsoup.org/

Mar 01, 2020

jar (384 KB) View All

#133 in MvnRepository (See Top Artifacts)
#1 in HTML Parsers

3,501 artifacts

Direct vulnerabilities:
CVE-2022-36033
CVE-2021-37714

Vulnerabilities from dependencies:
CVE-2023-26049
CVE-2023-26048
CVE-2022-25647
CVE-2021-34428
CVE-2020-27223
CVE-2020-27218
CVE-2020-15250
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 ITEH Android APP T iiiRiEE
— ProGuard. DashO
- ZIFEHITE. BmEH. FECTEMBR
- E1T8l: BEwIZZEBNERTEN
- BmE: BEGRSIEBNERTENRN
— Allatori

- MM ESITEIRE
- S8BT NEP/E LIS 3 HIZE0] g a)

——com.bumptech.glide

gifdecoder
GifDecoder.class
GifFrame.class

module
RegisterComponents.class

AppGlideModule.class
LibraryGlideModule.class

(a) Original

—com.bumptech.glide

|—m0dulc

RegisterComponents.class
c.class

d.class

[

a.class
b.class

(c) Weak repackaging

—com.bumptech.glide
a

a.class
b.class

— module
RegisterComponents.class
c.class
d.class

(b) Renaming

umptech glide
module
ReglsterComponents.class

a.class
b.class
c.class
d.class

(d) Strong repackaging

- BEITE: iS00S LT HBE ==l
- (BIEICIBMERZERIE

—c.class
—d.class

3
—a.class

—b.class

N,

(e) Flattening

allatorl » BHESOSHIRETD 10
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1. EBFREM
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TPLs Collection

Y

package signature sets

A 4

Package-level Bloom Filters

i Candidate TPLs
- BEGIZED .. EREHTS
N — class signature sets '
— ﬂ g& BB == ;mlj B > Class-level Bloom Filters

— ERIRFHEEIb
- BUEitSE & TPL il

[ Similarity ]
Calculation
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LIBLOOM

o 3fER: EMBIIELHITH
— ¥ FHENREEDS
- Fi: BRTEYR, (UrBEZE=ZEE
— BIKFRBIXR: o KextendsSE O implements
o ANUNRRTFEGRSIRE, NIRBFZHREDZIR. IS EIBIR
- FRMERES, BFpEPhExEEE, B4R

. extends:Ljava/util/concurrent/

~ extends AtomicReference extends:Ljava/util/concurrent/

atomic/AtomicReference; atomic/AtomicReference;

implements CompletableObserver implements:X; implements:X1;
| Disposable implements:X; | implements:X2;
. long serialVersionID - J a1
EmptyCompletableObserver() <init>()V; - <init>()V;1

" void dispose() LX)V | X5Vl

~ boolean isDisposed() Xz (X5)Zs1
boolean hasCustomOnError() (X3)Z; (X5)Z;2

" void onComplete() X5V L (X;5)V;2

void onError(Throwable)

void onSubscribe(Disposable)

(X;Ljava/lang/Throwable;)V;

(X;Ljava/lang/Throwable;)V;1
L (X5X5) Vil

16
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© 290 fnpEid 5SS
- AE (8 )WE—1TX/NA () BZE (8) EmEiTiKE
- BRXBEROST BBE{ | } RIZRES
- Zlrlcsw: FHERIEHHITEZSZIME, RVEHEIPR, H—PHRHARREZE
— MurmurHash3 I 8%, @I E iR H RS

extends:Ljava/util/concurrent/ 246, 31, 204

| M Hash3 128
| atomic/AtomicReference; urmurHash3_128()

' implements:X1; | | | 134,156,78
' implements:X2; | fhash_128/ § | 27,244,205

- | | | 125,37,51
- <init>()V;1 | flower 64/ fupper 64/ 55,236,241
- (Xp)Vvst | — o 191,114,219 |
- (X9)Zs1 | | 99,144,67 |
(X)Z32 | | Gower_64+upper_64x)%M < | 148,179,210 |
(X;)Vi2 | | | 21,170,119
(X;Ljava/lang/Throwable;)V;1 195, 253, 67
XX5)Vsl 30,168, 50
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extends:Ljava/util/concurrent/ 246, 31,204 | i3
atomic/AtomicReference; -
| implements:X1; o 134,156,78
implements:X2; | 27 ,244,205 .
a1 Lo senst
| <init>()V;1 55, 236, 241 | ,
X5)V;1 1 191,114,219 ]
Xz BRECCR TN A
X9z a2 o
X5)V;2 221,170,119 ,
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LIBLOOM BIF 6B &RITIE

. () el ()=
— NiBEEITe B8R B J1%
— A FEEIZHAPPE M MRS
- BISEH: 2RIEWTEE8HRNE T2,
817 EUNE B30
. X -X - = < X — X
e — X - 4+ - X - < X-X

—com.bumptech.glide

gifdecoder
— GifDecoder.class
— GifFrame.class

module

O - ()=

— RegisterComponents.class
— AppGlideModule.class
— LibraryGlideModule.class

(a) Original

—com.bumptech.glide

‘—modulc

RegisterComponents.class
c.class

d.class

— &

—a.class
b.class

(c) Weak repackaging

|7 module

—c.class
—d.class

—com.bumptech.glide
4
—a.class

—b.class
— module
—RegisterComponents.class

—c.class
—d.class

(b) Renaming
ch.bumptcch.glidc
_—module
!—RegisterComponents.class

—Z
a.class
b.class
c.class
d.class

(d) Strong repackaging

—com.bumptech.glide

— RegisterComponents.class

— a
—a.class

—b.class

(e) Flattening

-  NiEHeRTHEBERE BFe JIXK
- BNIER: SEEMU, BY ERmEesh (8-78)
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~ 1007 REF-DroidFFISEMFFFAPPs — _ —
— A3 T ERIR a1 7R IE RS » SRR B
- IXURDEANSIAREIZE i
. IEEIESE (11) e j
— 22115k B Google PlayerBiiil R APPs PGF 21 Ral? v
. KIIEERE (1) Allatori ALW SSEITHE v
~ . L ALS SREITEl v
— 25527 ;RE’J\*F_‘.ZFEFG']WE(]APPS DashO DOR FiT81 v
- CiEimit DOF BRFEL J

— S (1837 ) : AEMENIRERZSE. BEESEFHE
— BYWHEEI (IC 1I1) : EERWEERiE. i@t AR Precision/Recall/F1
— PEEXY (IG IO, D) : et RiE. ERL AR N A BT
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LIBLOOM Z%x3kia

Class-level Package-level

* ﬁg&ﬁﬂéLlhﬁun /W
— EEHIREEEDPRI10X 77 APPs

~- BRI ESNSEIER (LIBLOOM-p) Mt 1666 .
» 2 (81) K%$¢K%§ﬂsﬁ1'|'

— BREFITATERZSCE
| fop=0.1 | fop=0.01 ] fpp=0.001
k 3 7 10

— IE!le’\]?E'FlEJ%

Precision/Recall/F1 69.40% / 66.36% / 66.24%

o = — —_
oy E% Avg.Time(s) 103.4 205.7 258.7
100%
103.4 _
W N5 TPrecision/Recall/F118[3], il 4 00% 100
‘ | k& K 1 n=1,666
wﬁﬂi QR EES ZIX%B’] JI\F0.001 ) " ':*:* g8 S 5 s =
50 Ao IO - 3 %3 288
BE = NEETS I B
o r xH| 60% [ho ’}f?:ifir * 4 I
« NEHWZ SPrecision/Recal/F1, #E | ~ |1 5 |
. Avg. Time ’ Pre(:lsmn Recall
— ) ESI — IEIIEj‘]ZS6 » REMETIREBFSRIESLER
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LIBLOOM BXxXIE IS

=iy -
HREUEER TRIBIIESCINSR
V)i s vs X WD 97.30% 75.63%  35.20% 57.41% 61.75% 67.29%

Nl

\ R 49.02%  49.75%  45.65% 28.19% 11.91% 15.06%

N—ﬂ

LIBLOOMEFﬁ:ﬁ S quEit *’j 1% l: ’ F1 65.19%  60.02%  39.75% 37.81% 19.97% 24.61%
APPS*@ ;m“ 7"_-'_ [I 1#}3: = 1m IE PGR P 91.59% 59.81%  14.83% 45.96% 60.50% 89.08%

R 36.29% 39.40%  39.39% 16.34% 10.41%  7.98%

— YW FAllatorilE ;E se:8 ;E B APPSHY ] %i’\i% FI  51.98% 4751%  2155% 24.11% 17.76% 14.65%

PGF P 88.42% 54.35%  29.33% 48.83% 60.53% 85.16%

1 }ﬁ ﬁ * [I]E §E 1-t ﬁ—q ﬂﬂ“ B,% y Eq:*ﬁ Hq E Eit 7.__'_ }E R 45.73%  45.96%  3437% 18.03% 10.99%  9.12%

F1 60.28%  49.80%  31.65% 26.34% 18.60% 16.48%

_-I- l‘* ﬁ X\Sl 1"—]- 7J|J B 1:]-@- EE@ ,= *F “: Bq E *’-ﬁ @ ALW P 91.04% 79.50%  16.67% 49.79% 72.04% 48.79%
E YTIPI'O Gll ard*l] DashO B{] E g B{] §E ft ﬁg ﬂﬂ“ Bl% R 89.75% 90.67%  83.39% 42.94% 13.22% 10.55%

F1 90.39%  84.72%  27.79% 46.11% 22.34% 17.35%

L} LY — \ -
° Eﬂ;giglﬁl ALS P 73.06%  59.20%  11.33%  0.00% 0.00%

R 90.73% 91.31%  27.57%  0.00%  0.00% 0.00%

- LIBLOOM-p I:l: LIBLOOM B{]E ) E-"\E % F1  80.94% 71.83%  16.06% - - -

DOR P 87.62%  58.00% 12.96%  42.09% - 26.67%

* IH' HH @- —& E *“ E*; :tk1 = L l];:_‘ ;é MB ﬁ PLE ia R 33.64% 3586%  0.45% 11.96% 0.00%  0.52%
1 B ‘EI' _& Ezz A *“ =<1 Eiﬂ *& * ;EE ’:I_ *ﬁ ,# F1  48.62% 44.32%  0.87%  18.63% - 1.02%

DOF P 90.37%  49.79% 14.71% 45.21% 100.0% 22.22%

R 46.02%  46.35% 047%  12.46%  0.25% 0.65%
F1 60.98%  48.01% 091%  19.54% 0.50% 1.26%
Avg.F1 65.48%  58.03% 19.80%  24.65% 11.31% 10.70% 2 5



LIBLOOM BxxIT ki

e g 7 = 100%7 99,439 91.50% G Precision 97},‘;_0%
o MIREHEER TRBHIEXIESR o] e | e
— LIBLOOM Bi5Z B FLibPecker ) |
FILibScout, BZ EZFIF15HES L
— 5 LIBLOOM'I)*E tt, LIBLOOME*@;N“ 0% Libloom L;bloc:)mp “I;lbID L.i.;P'ecker .:E)rlis L1bcut

MIRAPPsIEA SR E R

o T

30/|\I7T'|',EAPPSB(]’E'E;§7“ Precision 87.69 90.38 100.00
- ZRILICIEMRIBIE. BN RELIRE  Recall 34.20 19.09 23.48
RHEHBMHAS, ERTREIESEISITESTERAPP  FI 4921  31.52 38.02

. leID*IJOrhsiE,H‘ 230 T APPs_FinfT
« LIBLOOMi&EIHIGNEBEZHTPL, FKEBTREMRF1SE
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100 1

* [ 7 7] O r= i) 2|+
- BFMHBER LA RIERIE " B [ W
- BT HIRSIBEERPRMEI SRS % M

- HERBRBIBRA MK

* IEfl. SIRXE, Sixf R o R R

- ERBAZEB RIS AR e (ﬂi) @iﬂﬂljz(;:l;)?}kwﬁ(;:;n;%) o "
TENESeshEs, BARREEREA

- REAlatorifIS5EFTE (ALW) ER ot - Litoom

75 THUERIRR, BYENBERBIFIMAK o

, N T T = g 40% A .64%
BAZRERBUTR T HEE-REH 7 1 e
- BRETHENBAEIXGE (LIBLOOM-e) L 111 1110 [110 P10 [P 1] ] 1
ProGuard ProGuard ProGuard Allatori  Allatori  DashO DashO
. g:é: %iIEHH iﬁﬁ}iﬁll—‘*ﬁq H}]LIBLOOME (default)  (rpkg) (flt) (weak)  (strong)  (rpkg) (flt)

» LIBLOOMSLIBLOOM-ef1B DIZETTEE

ISR BIRE TN B S TPLs
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LIBLO LIBLO
I e

Ndod

217h
. AT 322 B =,
~ LIBLOOM*DleSCOHtL“’mu’&"'E'E’ ' PGR 637 1591 24h 67h 16h 612
B2 UijE TEZREl, AME.  rcr 140 1508 233h 66h 25h 610
e 2 ALW 32.7h
Ll u EX\SI%T EII::J \—.I'ISIJI:_'II @’—"‘FfEﬁE 405 1080 185h 70h Recall:0% SR

— MBEEFLIBLOOM-p, LIBLOOMM]  ALS 4124 530 75 69h 290 548

Recall:0% Recall:0% Recall:0%

& A BT D T 2~1015 (BRTALS) DOR 690 1745 2037 41h 1717 837

E I 2 E—T—T%E@ ‘ JE*;tkjﬂFB? DOF 146 1644 132h 10h 1684 988
— ~B a7~ ’

RITPLEI= o

o EEBTAPPSEZEGET GRS % BITPLs 60w

* ALSIER TSRV HITPLs, JRE "

20% A

E:F“ﬂﬁ EXHBIREEFSTFZAE |,

oProGuard ProGuard ProGuard Allatorl Allatori DaslhO DaéhO

xBl , I KEXBLE KN FEEIG (default)  (rpke) (flt) (weak)  (strong)  (rpke) (flt)
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o iR, KIMESIEER THBIZEXINSR
— LibID\ LibPecker. Orlisff EilSCISPEHIUEAERT, KUAFHBEER
— TEBSRIENETAPPsEZSROTE ( Bfi: )
« LIBLOOMLELIBLOOM-p. LibScout#BlHR3{E. 115

- FTEEERTE T APPIE
i 75.0% -

LIBLOOMIT JEHITPLEE Closed | 777" ieo A
A v _ —pr N a1 36.8%

- HIMREUEERD, TIEFITPLEE YA G || oo

55 110 165 221

— ]

| Libloom-p

VT T~ v 0 g

:Fi’—]IE 7 140.8% (877/2114) '''''''''' DO LibScout | | 100.0%

« HXMREIEERD, TIERTPLEE e i s
B . 3040 50.0%:

FEEI70.4% (8292/11648) e frwwwwe e | 5w

e e B & & &

* & & & & W &

- XERABGBTPLEUREDH “EX” 0 100 200 300 O'O%_i 638 1276 1914 2552
TPLs®EZ, XWMRANIERE RS0 m 2 —

29



T MR EIE SR FiF S LIBLOOMASE M 5 Z G TPLA A U
- KB4T 5= BGEETPL

e retrofit ( JRAX: 2.0~2.4.0, CVE-2018-1000850 )

* okhttp (ARZN: 3.1.22Z2Hi1, CVE-2016-2402)

« gson ( hRZN: 2.8.9ZHBi1, CVE-2022-25647)

« fastjson ( JRZX: 1.2.83 ZHiI, CVE2022-25845)

— WEELIBLOOMAOLibScoutBIG ISR, HFENMNBEHKLFEIFIEDFIAPPE S
—m

LIBLOOM
LibScout 359 33 899 481

[ ]
SN

30



LIBLOOM f{li= 73l

. %
- MEMBCNERMALE, T AEH T R
- BRENEEBFRARSEBIDIE, SIAMEDESEN0PRISINERE
- BEUFITSTFEEIMEEAESTRIRE TR

\
/

7B
— BFEAEBASAERIE, LIBLOOMRZNZ: 5116 0I4E 2 = 2 PR
- iB ISR E =SB NREERE R, Bolge XiZNTEARERCERS
- SRAFRBHFEREE, BETFRAKINIIRE8EZRERLIBLOOMBIIGR
- NIBENLFEZ. EliR BRI
— WLANTIZE U R R SR ER S ISR

J

31



WS

6

M 245



WS

« WH
— TPLGE2HKEE . TPLIRIEE . TPLiRERKN
- APPEE*@M“\ I_,\ ;_,EA‘FI:LLILIJ

- AJERIiD
- IS EEFRMERRESE, SHSIAZEHEDLZRESE, HEF TR
- ZEBENERRUIEIRIEEIR
* API [358
« ETEIMERIR

T

33



[1]https://reports.exodus-privacy.eu.org/en/trackers/stats/
[2]Wang H, Guo Y. Understanding third-party libraries in mobile app analysis. Proceedings of the

39th International Conference on Software Engineering Companion [C]. Buenos Aires, Argentina:

IEEE, 2017: 515-516.

[3]Bloom B H. Space/time trade-offs in hash coding with allowable errors[J]. Communications of
the ACM, 1970, 13(7): 422-426.

[4|Huang J, Xue B, Jiang J, et al. Scalably Detecting Third-Party Android Libraries With Two-
Stage Bloom Filtering[J]. IEEE Transactions on Software Engineering, 2022, 49(4): 2272-2284.

34



MAEBE, BNEWH. BAZSE
71, BiiERE. MEBE. &BIT
BAHG. AXHEREA, FEMA
CaE, o

i 1Y |

35



