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Original example = =======cccceccemcuaas
- x= Deserves high marks for political courage but .

) barely gets by on its artistic merits.

Adversarial example at the t-th iteration -~~~ ==~~~ =~
- x,= Deserves high marks for political fortitude

i\ but solely gets by on its artistic merits.
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I love Tsinghua University.

Positive

I love Tsinghua University. This is cool.

Negative

I admire Tsinghua University.

Negative

I Tove Tsinghua University.

Negative

“panda” “panda”
57.7% confidence
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Decision Boundary

Optimal Adversarial example

Decision Boundary
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Original Label

Fig. 2. Insight of FastTextDodger. x,,; crosses the decision boundary to
obtain x” in step 1, and x’ finds the adversarial text x4, that is closer to x,; Big:(2:: Overyiew: of FVGLaADATTACE,
in step 2. 9
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Surrey poised to sign Harbhajan

[
Attack Success Rate Surrey are waiting for approval from the Board of Control for Cricket in India before
( AS R) announcing Harbhajan Singh as an overseas signing for 2005

Label: 1A F

 After Attack Accuracy  Surrey #:#% F Harbhajan
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L T - A =y 7 announcing Harbhajan Singh as an overseas subscribers for 2005
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Adversarial Attacks on Text



PAT TIPO

T Bir | FIUSMIRAEIFEREZESEE, EREHUEER
| A | JRIBHEER, BNk
1. BT : BEVLIE 1555 10 A s AU T A 7K
2. [Rio) S5 : BFXIIRE TN 220015155 6% 5] ) i5) £515 [0] R 5]
P WIE | 3. EINiEESE: FHEZ(GITREGLITRRDR, kBHERNiEH T
St
4. 10 W EIHT 515510506 W in iR, Sk
O Wl | WHiEd
P ol | BEFEER R IABESEPI NG E BB Bk FE T IEE
C = BWEEEREESISE
5 W o 1. Dol EtEiRE B RiZE FikiFR{ER Wi
2. Unforki e s Bl inl &R, RV BARMERIE i8] )Xl
L IR | SIGKDD 2023 CCFA

13



PAT EiEIRIE

Step1: Initialization

IR

. FikEIE '
_ st . e B

it i
- [ENLBIRNE, FEVLENIG i > 1 ‘synz

— iy — |- e
- [R5 i o "] ° T(x';yjm)
A EET N RN /
— REBIRIXF .
- R . .
- BINiE &% ] o B Ao
- RES R R EC
- {hitRRNAR (JREHEIT) wn | W |
- R RER X ‘ ’ 14




PAT REISIT

- RE{S

- EIXaBAE

— FRERRIE TR
+ TR
+ JEUHE R X

- REMELT
» WU RE
- JE i RE

- BERINFEIT
- FREEANDED

Decision
Boundary

Word Embedding
Space

ﬁ?j(t) — difficult

(c) Prototype Estimation

15



PAT BREEIDI XDl

. BIERINIT S
_ BISGATTEI Bowundary
o WintR N id
« JETINIERI N5

1H (s) — eI < 1H(s) - |l

Word Embedding  fir
Space

- NREEIHE v s
d(s') = ||H(5") = D - eos(H () = ) ey, < |
— BIXiAHER Area W) = difficult
_ BERNIA%E

(d) Replacement Selection

16



i.-l. ﬁi]ﬂ%n m

- BUEER
- MR: ot ENBRITeHIEE, 5300
- AG: BR ifE. B, AFVZERRS EBEIEE
— Yahoo: B1&1ZEMin)E B EEIEER
— Yelp: iR nERBE P RiEEUESR
— IMDB: I rlERESEFBEITICEIEER, <

- WEEFRIE o B IR:
— HLGA(2021 CCFA) — Pert: EPiRERE, BIRBESESILIEINNB L
— TextHoaxer(2022 CCFA)  — Sim: iIEXBVE, {FHAUSEERTE
— LeapAttack(2022 CCFA)  — Acc: 1EBURISS S HERZE

— Number of Query: Zif]jX#

17



iRt XIELSCE

ISCSSUPE EEE

— PATHAOUILEEER

HM[E

]
SZL

— PATTEFR B EURBE

B IS AL )]

Allll

FiE M= SER R

FUELEEE,
RARKX

- PATIEREHIIBE
LeigEms
FULLEE,

RARKX

R

Allll

=Bk

R

Dataset Method BERT WordCNN WordLSTM
Acc (%) | Sim (%) | Pert (%) | Acc(%) | S5im (%) | Pert (%) | Acc (%) | Sim(%) | Pert (%)
Random 15.2 41.264 158.0 39.127 17.2 39.475
TextHoaxer 10 67.3 11.812 0.7 68.4 12.076 0.7 67.7 12.320
MR HLGA (— 55 0) 64.8 13.360 ({—Tﬁ 5) 66.6 12.976 (— '?g 0) 65.4 13.574
LeapAttack ' 658.0 10.420 ) 68.6 10.742 ' 68.1 10.959
PAT 69.0 10.364 69.9 10.635 69.0 10.903
Random 23.0 48.517 30.3 43.494 24.4 47.546
TextHoaxer 63.8 15.721 74.2 12.493 64.6 16.122
2.8 1.4 5.7
AG HLGA (e 93.0) 68.9 12.750 (— 90.4) 78.2 10.250 (—90.2) 70.9 12.864
LeapAttack ' 69.9 10.852 ' 78.9 8.987 ' 71.8 11.208
PAT 72.4 9.731 81.6 7.924 74.9 9.959
Random 29.7 30.239 27.6 32.302 24.6 33.291
TextHoaxer 0.5 70.9 6.726 0.8 75.0 7.616 19 67.2 8.396
Yahoo HLGA (— ,}9 1) 716 5.865 (— ':'l"l 1) 76.2 6.492 (— %3 7) 68.4 6.999
LeapAttack ' 72.0 4.851 ’ 78.2 5.629 ' 69.6 5.952
PAT 74.3 4.382 80.1 5.110 71.1 5.586
Random 17.0 39.344 16.6 39.286 17.6 38.966
TextHoaxer 74.6 9.271 81.3 8.543 80.8 7.942
5.2 0.6 3.2
Yelp HLGA (o6s) | 784 7081 | g | 838 6675 | (osg) | 339 6.166
LeapAttack ’ 80.5 5.985 ’ 86.2 5.845 ' 54.9 5.484
PAT 82.9 5.246 88.0 5.329 86.3 4.974
Random 34.0 30.714 34.2 13.164 335 32.020
TextHoaxer 0.1 85.3 4.5860 0.0 90.2 4.268 0.3 59.1 4.098
IMDB HLGA (— élﬂ 3) 87.5 3.307 (— ‘8'? 8) 91.3 3.001 (— ;?,9 3) 90.1 2916
LeapAttack ’ 89.3 2.894 ’ 92.9 2.881 ' 91.3 2.681
PAT 90.7 2.299 93.7 2.613 592.3 2.526
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— w/o Replacing: ABlZ/RipEH S5
— w/o Selecting (Random): BENLIXEFEER1ER] X i)
— w/o Selecting (Most Similar): fEislix A= iBlPixFESIRYE R Xis&B 1R E X ik
. KR
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Table 2: Ablation study results on module design.

%‘I'

qi

Dataset Variant Sim (%) | Pert (%)
w/o Replacing 81.0 11.647
AG w/o Selecting (Random) 70.9 13.077

w/o Selecting (Most Similar) 68.8 14.541
PAT 81.6 7.924 20
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FastTextDodger: Decision-Based Adversarial Attack
Against Black-Box NLP Models With Extremely
High Efficiency
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- HUEER
- MR: TtiBRAENBEITFEEIER, 123K

— AG: BR &, ‘. "FEVZEHiRS EBEIEER
— Yahoo: B181TZERpE T EEIEE

— Yelp: ZtiBRENENBE P RiEEES
— IMDB: i BB HZiTieHIESR, <K

Allll

- WILERIA « TFfHER:
— TextFooler(2020 CCFA) — ASR: IR INZR
— PWWS(2019 CCF A) — Pert: BPinERE, BitPisSESILIRNESE
— Textbugger(2019 CCF A) — NoQ: BifxEl
— PNLA(2021 CCFA)(HLGA) - Sim: iEMB{E, FHUSEEEHE
— TextDecepter(2020 7kAZFEK) - GmErr: iBiLigiR%, {#HLanguageToolit®

— LeapAttack(2022 CCFA) 28



SIEiRit XISk

’Hla[\

Bert WordCNN WordLSTM
Dataset Attack
. T-l. tt =g A NoQ | Pert] ASRT NoQ| Pert! ASRT NoQJ Pert] ASRT
-y
2 * 3‘.‘[ TextFooler [7] 737.7 6.2 99.6 587.0 42 100.0 607.7 44 100.0
PWWS [§] 1460.6 34 99.7 6569.0 1.3 100.0 6481.3 13 100.0
- TextBugger [9] 473.4 27.8 927 316.2 494 99.7 461.2 46.3 99.8
IMDB PNLA [10] 10025.0 3.3 99.9 9403.9 3.0 100.0 8717.7 2.9 99.7
v
TextDecepter [11]  1531.2 64.9 1071.0 3.0 80.0 1332.7 2.9 70.1
E YRy IT] g \— /l — LeapAttack [12]  3696.9 29 99.9 3523.6 | 2,9| 99.7 3319.1 2.7 |99,7|
% J: = lﬁ.l IA HSI Bm ) l - li\ Ours 251.1 34 99.7 256.9 | 3.0 99.5 | 250.0 2.9 99.6
TextFooler [7] 4519 26.3 76.5 241.8 16.2 98.6 364.6 22.6 88.5
} PWWS [8] 149.5 13.5 91.4 567.0 10.6 99.4 562.1 10.2 99.6
] TextBugger [9] 55.9 14.9 62.7 48.2 27.0 78.4 46.8 254 80.0
MR PNLA [10] 1905.2 13.4 98.8 1824.6 13.0 99.1 1864.1 13.6 99.1
TextDecepter [11] 1172 12.2 69.2 103.2 12.2 76.5 102.2 12.6 76.7

FastTextD I x LeapAttack [12] ~ 747.1  [104] [99.1] 7950 [106] 992 7757 [10.9] [99.4]
astie Odge EFEEH’W;E pOurs[] [83.7] 146 980  [608] 147  [993] [1007] 147 990

= ﬂh% E TextFooler [7] 161.5 16.5 86.9 124.7 14.5 96.3 128.3 15.2 96.2
% J: $ 1E.I g ]:i == B I P N LA PWWS [8] 1028.9 7.0 940 37358 39 99.7 3749.3 35 100.0

TextBugger [9] 3335 234 838 2227 512 95.6 2189 491 965
Yelp PNLA [10] 103443 7.1 946 98527 6.7 994 8936.1 62 96.6
*l] Leap Attac k TextDecepter [11]  1248.1 416 10934 [55] 497 10926 |54 53.9
LeapAttack [12] 39253 6.1 953 38328 60 99.7] 33762 |54 96.1

F tT tD d E’] IQ EE EEI}] Ours 2822] 84 239.8] 74 99.7) [2278] 69  [9s8]

\

ast1ex 0 ge I TextFooler [7] 63.1 136 914 4651 11.4 96.6 7044 150 917
PWWS (8] 3697 169 535 3150 149 8§78 15029 114 99.1
51.8 1149 574 86.4 1332 565 751

— TextBugger [9] 187.5 334
Ei’ﬁE I M D B N M RJ:5 P N LA AG PNLA [10] 7136.6 127 53196 103 68003 129 93.7
TextDecepter [11]  478.3 235 4553 3.1 4823 26.8

Y LeapAttack [12] 27682 108 968 22477 88 98.5] 27005 110
*ULeapAttaCk$Eé! T:I_:Yelp Ours 153 944 1.9 9.1 155 929

. TextFooler [7] 7967 136 950 4652 82 988 5464 95 977
q: PWWS (8] 29116 38 1000 30728 45 1000 30743 38 1000
J:fjt PN I—A*I] I—eapAttaC K ) TextBugger [9) 2343 242 913 2159 467 932 2416 426 934
o Yahoo PNLA [10] 64012 5.8 82076 6.5 98.9 8350.7 7.0 97.4
T:t AG *[I Yahoo J: ESZ % TextDecepter [11] 7456 58 646 814l 726 7612 60 706
LeapAtiack [12] 21682  [47] [99.4] 20552 57 [9s9] 28003 [59] [9s.0]

Ours 197.4 6.5 96.8 238.3 | 6.8 92.7 | 303.9 7.5 95.4
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S Uy i S I

‘\ ) — .Ehl A
1 ﬁ ﬁm*’q‘_‘l Dataset Attack Bert WordCNN
‘EE-'_: 7] NoQ | Pert| ASRT NoQ | Pert] ASRT
. =
1L e pg W/ attention 201.1 3.8 99.9 215.2 3.1 99.8
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