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[ EMNLP]
Text Embeddings Reveal (Almost) As Much As Text
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e = method tokens predtokens bleu tfl exact cos

- nHilZREFFL B
Bag-of-words (Song and Raghunathan, 2020) 32 32 03 31 0.0 0.70
Y O — GPT-2 Decoder (Li et al., 2023) 32 32 1.0 47 0.0 0.76

D 72} ’ -
HEZIX;R'E:'F ] : & Base [0 steps] 32 32 319 67 00 091
éﬂiﬁ% » a (+ beam search) 32 32 345 67 1.0 0.92
& &  (+nucleus) 32 32 253 60 0.0 0.88
=agA Lt ®  Vec2Text [1 step] 32 32 507 80 0.0 096
° ='<E-|L‘l 2.:, % § [20 steps] 32 32 839 96 402 0.99
— AT A T [50 steps| 32 32 854 97 406 099
— E=TBrREIE [50 steps + sbeam] 32 32 973 99 920 0.99
A 2 =W Q:t o Base [0 steps] 31.8 31.8 26.2 61 0.0 0.94
WPLIARILER = Q  Vec2Text [1 step] 3.8 319 441 77 52 096
. 1 y=E iHg; 75 S < [20 steps] 31.8 31.9 61.9 87 150 0.98
A ERIARE R S é 50 steps] 318 319 623 87 148 098
7 [50 steps + sbeam] 31.8 31.8 834 96 609 0.99
o Base [0 steps] 80.9 84.2 170 54 0.6 0.95
z5 ol B O Vec2Text [1 step] 80.9 81.6 299 68 1.4 0.97
O] eX & P

Exz I—JL % < [20 steps] 80.9 79.7 43.1 78 3.2 099
82 15 steps] {09 8R0S 444 78 34 099
= [50 steps + sbeam] 80.9 80.6 550 84 8.0 0.99
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method first last full bleu tfl exact cos
Base 40.0 27.8 10.8 49 331 0. 0.78
Vec2Text 94.2 953 R9.2 556 808 26.0 0.98
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Transferable Embedding Inversion Attack: Uncovering Privacy Risks
In Text Embeddings without Model Queries
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Butaset/ Meikiod OpenAl SBERT STS
Rougel.  PPL Cos LLM-Eval Rougel. PPL Cos LLM-Eval Rougel. PPL Cos LLM-Eval
QNLI
Direct Attack 0.1433 40.822 0.2797 0.2984 01264 27.127 03257 0.3194 01463 42911 0.2
Transfer Attack  0.2226 10.242 0.4772 0.4402 0.1934 11.633 0.4886 0.4280 0.1985 11.808 0.4121 0.3963 I
Tmprov. (%) 55.3% 149% 10.6%  471.5% 53.0% 57.1% 50.0% 34.0% 35.6% 12.4% 85.1% 438%
IMDB
Direct Attack 01133 20549 (02692 0 3R18 01137 34805 (02891 03923 01103 24939 (2678 0 3909
Transfer Attack  0.1991  12.953 0.4297 0.4528 0.1689 14.505 0.4467 0.4475 0.1571 14.839 0.3866 0.4295
Improv. (%) 75.7%  369% 59.6% 18.6% 48.5% 58.3% 54.5% 14.0% 424% 404% 44.3% 9.8%
AGNEWS
Direct Attack 0.0612 66.383 0.1162 0.2979 0.0538 286.16 0.1317 0.2742 0.0578 74.085 0.0980 0.2905
Transfer Attack  0.1271  31.159 0.4301 0.4057 0.1067 36.793 0.4110 0.3839 0.1042 40.809 0.3697 0.3706
Tmprov. (%) [070% 530% 270% 36.1% 983% 81.1% 212.0% 40.0% 80.2% 339% 27171.2% 271.5%
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- XWNigEH
- IWIMEIBER: PersonaChat
- BFrIEEL: SBERT
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Dataset / Method  Rougel. ~ PPL Cos LLM-Eval
QNLI
Direct Attack 0.1264 27.127 0.3257 0.3194
Transfer Attack  0.1800  20.515  0.4445 0.3899
Improv. (%) 42.4% 243% 36.5% 22.1%
IMDB
Direct Attack 0.1137 34.805 0.2891 0.3923
Transfer Attack 0.1685 27.819 0.4333 0.3747
Improv. (%) 48.1%  20.1% 49.8% -4.4%
AGNEWS
Direct Attack 00538 286.16 01317 02742
Transfer Attack  0.0984  103.40  0.3589 0.3497
Improv. (%) 82.9% 63.8% 172.5% 27.5%
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Attack Methods Sentences
l'r,""""' ‘EH{-Q;EEE Example 1
- M I M I C I I I Ilm m%l v i< Ground truth 59 year-old male with a history of cardiomyopathy ef 45-50% with pem/icd who presented due to sob.
Transfer Attack 59 year-old male with a past of cardiomyopathy ef 45-504% with pcm/icd who presented due to sob.

A\ LD i > = 75 Direct Attack this is a 64 year old male with known mitral regurgitation since,
— KIS AT R IRBE TR

Example 2

Transfer Attack This is a 78 year-old woman with a history of ild who presents with different mental status,

. .:‘.-. AQ:': Ground truth this is a 78 year-old female with a history of ild who presents with altered mental status.
Sk 25

Direct Attack this is an 80-year-old female with a history of tracheobronchomalacia, copd, who presents with abdominal pain.

- % }E ﬁlé ﬁ]g II.}X§98% Bq f Eﬁs N Ex(x;zz:lcdslmlh this 73 year old white male has known a0

Transfer Attack This 73 year old white male has identified sor

st which has progressed with increasing dyspnea.

which has progressed with worsening dyspnea.

twenosrs followed by serial echocardiograms.,

99% B{] ll'i 7DJIJ Direct Attack 67 year old male with history of 1o

- BiEfEREER. EK. KL
FBEAEHK, BNETREIE

LIRBTRERB M AR E T Attack Methods  Age Sex

Disease Symptom History

Transfer Attack 98.84% 99.47%
Direct Attack 7.79%  94.73%

79.07%  79.45%  65.36%
19.35% 22.22% 17.49%

29



Transfer Attack

- BiERE

— MECIEEEHNA—B IR IRE

— EEEHRIISREIX L CIRIEEY

— YIIZRGPTARSSE LM 32
- Hit%E

- ELEIRNERT, X T SoIEMNBEGEEER
- BB

— KN EE FE i P

— B EMBERIRAE

XETR
£ itia]

30



PFREESRKRERE

6

BRRESSIKREE



PFREESRKRERE

* Vec2Text
- REZEFFARMRR AR RERERE
— X RERICRIIGKIGEIRR, FRIBIGEESZMASE SR E/ESS
— BEEESRIENAVSE EFm FIF
* Transfer Attack
- ZBEELCEEERRT, #ITEEREEIE
— WGBSR < E _EFHm T
— WS, Do seil B /U EE
— FFIkon 5 SN E= i BRUD ol H

32



YREBUXIR DR 75 i

o FRHAUSIR
— ERNIKix Al IBBRE Kz iEIE S
o B AL CGRIEPROT T
- BEBITEEN KRB Y. XMMABTFHUER
RRMINRE B I B AR E AR IR
PASE 4 S pE BN A B R s i I S5
- AUEERRNAIUNY BinEEEEEE
— TRMBRIERNEREBLAR KK AR
- MERRAMLIAEE D VIR
- MBERREUREERNCINEENRE et

— I

33



[1] Huang Y H, Tsai Y, Hsiao H, et al. Transferable Embedding Inversion Attack: Uncovering
Privacy Risks in Text Embeddings without Model Queries[J]. arXiv preprint arXiv:2406.10280,
2024.

[2] John Morris, Volodymyr Kuleshov, Vitaly Shmatikov, and Alexander Rush. 2023. Text
Embeddings Reveal (Almost) As Much As Text. In Proceedings of the 2023 Conference on
Empirical Methods in Natural Language Processing [C]. Singapore:ACL, 2023: 12448-12460.

34



MAESS, BIOEH, BMAESA
71, BERE, WEES. =BT
BAE. AXHMBXA. FEMA
C&, &

35



