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IP/TCP
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Dataset Services Applications Dataset Services Types  PCAP file list
ISCX VPN-nonVPN Chat AIM-Chat ISCX VPN—Chat aim_chat, facebook_chat, skype_chat, hangouts_chat,
Email Email VPN VPN-Email icqg chat
File-Transfer (FT) Facebook VPN-FT email, gmail
Streaming Gmail VPN-P2P skype files, ftps, sftp
VoIP Hangout VPN- bittorrent
VPN—Chat ICQ-Chat Streaming vimeo, youtube, netflix, spotify
VPN-Email Netflix VPN-VoIP facebook_audio, hangouts_audio, skype_audio,
VPN-FT SCP voipbuster
VPN-P2P Skype
VPN-St i Spoti
\;N v ;;3:: ng V?Ele? Dataset Classification tasks =~ Number of total samples =~ Number of labels
VoipBuster VPN- Service types 1100,000 11 types
VPN-Fips nonVPN Each application 1297,134 15 types
VPN-5ftp
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« IRS5ZEBINZE
- 510 &RZIATIRI AR
« FlowPrint: FEIESOH{THH
« CUMUL, AppScanner and BIND: IZEHFAABRIHISHE
« DeepPacket, FS-Net and GraphDApp: i®EZ3RHikA
« ET-BERT () , ET-BERT (#1) , BFCN, PERT:

Method Accuracy Precision Recall Fl-score

AppScanner [27] 71.82 73.39 72.25 71.97
CUMUL [23] 56.10 58.83 56.76 56.68
BIND [28] 75.34 75.83 74.88 74.20
FlowPrint [19-20] 79.62 80.42 78.12 78.20
FS-Net [31] 72.05 75.02 72.38 71.31
GraphDApp [32] 29.77 60.45 62.20 60.36
DeepPacket [29] 93.29 93.77 93.06 93.21
PERT [38] 93.52 94.00 93.49 93.68
BFCN [11] 99.12 99.13 99.11 99.11
ET-BERT (flow) [10] 97.29 97.56 97.31 97.33
ET-BERT (packet) [10] 98.90 98.91 98.90 98.90
Proposed 99.25 99.26 99.24 99.24
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— 5ET-BERT (81 ) fIBFCNiEEMBEL, F15HBIMEEENSIRS RIBE{K T 0.63%F00.67%
— AR ESIE B IR IRFIS T,
o IPFRADPRIPIREF FERIBBFERFEHSHE —T S, UDPRIRISFIFDFDH B, for 4%
REA—1TShE

Method Accuracy Precision Recall Fl-score

AppScanner [27] 62.66 48.64 51.98 49 .35
CUMUL [23] 53.65 41.29 45.35 42.36
BIND [28] 67.67 51.52 51.53 49.65
FlowPrint [19-20] 87.67 66.97 660.51 65.31
FS-Net [31] 66.47 48.19 48.48 47.37
GraphDApp [32] 63.28 59.00 54.72 55.58
DeepPacket [29] 97.58 97.85 97.45 97.65
PERT [36] 82.29 70.92 71.73 _69.92
BFCN [11] 99.65 99.36 99 .47 99,41
ET-BERT (flow) [10] 85.19 75.08 72.94 2306
ET-BERT (packet) [10] 99.62 99.36 99.38 99,37
Proposed 98.74 98.76 a98.73 95./4 19
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Yet Another Traffic Classifier: A Masked
Autoencoder Based Traffic Transformer with Multi-
Level Flow Representation
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» ISCX-VPN2016, ISCX-Tor2016, USTC-TFC2016, CIC-10T2022,
BT TIZREURERZ AL T — 1T KR BFRIRICISREIESR, FT il 2k
- WIAME, ERAATIIGEIRBERITRERS]

Allll

- WL
» FlowPrint (2020 ) FlAppScanner (2016 ) BETFHBEZIINIL, ARSI HAEH
1THREITE

- DF (2018) | Deeppacket (2020) | 2D-CNN (2017) | 3D-CNN (2020 ) FOFS-Net
(2019) 2EFDOLMRESAZ, ERARGBEIEDRERHITHEFS]

» PERT (2020) , ET-BERT (2022) #ifiiEFRIZENA BINLP{ESS, A)GH
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« SEIELER
— BEFDLAAENEIENETFVMLRESSKIHSER LA R
— BEISCXTor2016EWESR _EH1THUIZRBI R iZRIMAE
FEEESTEYIH DTS HE
— JilSRFIAETEBRCIC-10T2022 2 IR B SRR L& L FHIR I A

Method ISCXVPN2016 ISCXTor2016 USTC-TFC2016 CICIoT2022
Acc. Fy Acc. Fy Acc. Fy Acc. Fy
FlowPrint 30.29%  14.09% 25.27% 10.19% 25.30% 12.47% 5046%  49.14%
AppScanner 79.93% 80.85% 50.27%  49.68% 60.41% 58.36% 76.52% 76.81%
DF 62.87%  25.40% 33.24%  7.00% 58.45%  49.15% 60.13% 46.35%
Deeppacket 80.21% 80.17% 36.81% 26.81% 88.49%  88.83% R 2R, KR8 (ORG
2D-CNN 81.26% 80.64% 34.62% 33.66% 92.26%  92.05% 90.07%  90.009%
3D-CNN 81.09% 80.79% 34.89% 33.96% 91.55% 91.16% 89.39%  89.339%
FS-Net 87.64% 87.30% 52.03% 51.64% 87.05% 86.02% 85.37% 85.30%
PERT 88.62% 88.61% 80.22%  79.99% 96.63% 96.64% 90.52%  90.49%
ET-BERT 87.74% 81.47% 65.38% 64.98% 96.95% 96.95% 90.35% 90.31%

Ours (YaTC) 98.07% 98.04% 99.72% 99.72% 97.86% 97.86% 96.58% 96.58%
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- jHEEXIN
- SNAZEITFEIELE, AR , Bl 7 BIFHIESR
- AR H=SHMEEE TR
- ZAMWIZGRRREENBN=SEIERE TR
- EigAfIGRER TH—PXPNGIEETZSBIENS
— IR A oI RS R EXAERE
- BiEERREBREFHEMNMBREMFRPIFR S S BIEEERSS

Method ISCXVPN2016 ISCXTor2016 USTC-TFC2016 CICIoT2022
Acc. 13} Acc. F; Acc. F; Acc. F}
Ours (YaTC) 98.07% 98.04% 99.72% 99.72¢% 97.86% 97.86% 96.58% 96.58%
Ours with GA 95.27% 95.14% 98.63% 98.62% 97.86% 97.86% 95.64% 95.61%
Ours w/o PA 90.19% 90.03% 78.02%  77.28% 96.03% 96.03% 92.84% 92.78%
Ours w/o FA 095.62% 95.49% 99.18% 99.18% 97.66% 97.62% 95.81% 95.80%
Ours w/o FS 9247% 92.35% 97.80% 971.77% 9348% 93.48% 94.58% 94.57%
Ours w/o PS 97.55% 91.53% 99.45% 99.45% 9745% 97.40% 95.41% 95.39%
Ours w/o PT 87.714% 81.22% 92.03% 91.90% 95.32%  95.25% 92.70%  92.65%
Ours w/o PT & PA 78.63% T771.58% 39.84%  38.58% 93.28% 93.22% 90.88%  90.79%
Ours w/o PT & FA 87.714% B81.40% 85.99%  85.84% 95.52% 95.46% 93.19% 93.17%
Ours w/o PT & FS 81.96% B1.84% 83.52% 83.15% 91.75% 91.48% 91.59% 91.59%

Ours wfo PT & MFR 30.91% B0.49% 42.86% 42.11% 93.99% 93.90% 91.36% 91.26% 32
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